Chapter 5. Tools for Kernel Programmer s

Thekernelprogramingkitbox startswith the C compiler, but writing andcompiling codeis only partof
thestory If youwantto codesomethingelatively simple,andneedto getup andrunningquickly, there
areprototypingRAD tools,andto codeeffectively, youwill wantdelugging,traceandprofiling toolsto
ensureyour work doeswhatyou expect.Finally, thereis no magicbullet to comprehendingvhereyour
modificationsshouldfit into Linux architecturebut therearesomevery goodreverseengineeringools
to helpyou “call beforeyoudig”.

Note: This overview of programming tools, like most discussions on Linux, charts a moving target.
New tools and updates are added almost daily; if your needs go beyond what is outlined here, do a
fresh hunt through one of the Linux kernel support sites.

Becausat is essentiallyanembeddedpplication,working with the kernelmeansabandoningnary
comforttoolsof the programmerstoolkit. You cannotusestandardibc functionsor loggingtools;you
have only whatis providedby the compilerandwhatis includedin the kernel.Fortunatelythereare
otherwaysto getinsidethe box: Throughcarefulanalysisof the sourcefiles and,with minorrestrictions,
theuseof deluggersandprofilers,you cangetsomeinsideunderstandingf whatyour codeis doing.

GCC, EGCS and GNU Assemb ler

Thefoundationof kernelprogrammings the GNU CompilerCollection(GCC).Linux is definedby the
theinterpretation®f the C standardasthey appeain GCC;asagenerakule, Linux is portableto any
platformwherethe FreeSoftware Foundatiorhasportedthe GNU compiler Thereareexceptions put
thisis the official relationshipbetweerLinux andGNU: All patchesandall bug reportsareverified
throughthe official, Linux-approvedversionof the GCC.

Linux programmingmay begin with GCC, but notjustarny GCC: At thetime of writing,

Document at i on/ Changes lists version2.7.2.3astheonly compilerwherethekernelis expectedo
compile.The sourcesarenot neccessarilyjncompatiblewith otherversionsor evenwith otherC
compilers but beforeyou canreportsuspecte#ernelor compilerbugs,you mustfirst verify your results
usingthe2.7.2.3GNU compilet

Note: Many core developers will test the kernel build with proprietary compilers (for example, the
IRIX and Solaris C compilers) and with the Experimental GNU Compiler System (EGCS), and each
build will be tested in different configurations and platforms; unless you find problems specifically
mentioned in the KernelNotes or kernel-list archives, the chances for success with another ANSI
standard C compiler are reasonably good.
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Linux 2.4 and egcs

Why not EGCS?After all, mostLinux distributionsreleasedfterthe summernf 1999bundlethe EGCS
versionof GNU C. Thisis frequentlydebatedn kernelcircles.Yes,EGCSis the “official” GNU C, but
no, it is notthesameasGCC.Thekey wordin “EGCS” is “Experimental”.

Someexplaination:After thereleaseof gcc2in 1997 the FreeSoftware Foundationhaltedfurther
developmentof the compilerandthe EGCSgroupwasformedto carrythe projectforward, this time asa
true opensourceinitiative ratherthanasthe cloisteredworkgroupmodelusedfor the earlierversionsin
late April 1999,the FreeSoftwareFoundationformally appointedEGCSasofficial maintainerof the
compiler As aresult,EGCS,becausdt is “new technology”,is the mostwidely distributedflavour of the
GNU C compilerin moderndistributions.lt is still "new technology"andthe memgerof theold version2
GCCcodeandthe newer EGCScodeis notyetcomplete Therearesubtledifferences.

Strangethingscanhappenwith egcs,oftenvery subtleandhardto dehug things. The mostsignificant
differencebetweerthesecompilersis in optimization,especiallywith inline code.Priorto Linux 2.2,the
differencesverestark: The moreaggressie optimizationson the Intel versioncausedvildly incorrect
compilations Sincethe primary goalof the 2.0/2.2kernelswasstability andEGCSpresentedoo mary
unknowns,thekernelgroupvotedto staywith 2.7.2.3until theseissuescouldberesohed.

This doesnot meanyou cannotusethe newer compiler Many problematicsectionshave beenrewritten
andthemostgrosse GCScomplicationshave vanishedStill, absencef evidenceis notthesameas
evidenceof absenceAs recentlyas2.3.18,optimizationproblemsagainpointedfingersat EGCSfor
miscompilationf deeplynestedmacrosit is like thedentistwho tells patientsthey neednotflossall
theirteeth,only thosethey wish to keep:You canuseEGCS ,but if you requirestability, you reduceyour
unknowvnswith theofficial, albeitlessclever compilet

Using GNU Assemb ler

If you feeltheurgeto useassemblemgetsomefriendsto talk you out of it. Mosttasksarecompletely
practicalusingpureC, andmuchof theassemblecodein the Linux kernelhasmigratedto C to ease
portability (or EGCSconflict) issueslf you absolutelynusthave closecouplingwith your hardwareand
assembleis your only option,then,justaswith the C compiler, the official assembleis the GNU
Assemble(GAS)in thebinutils packageOnceagain,Docunent at i on/ Changes lists theofficial and
minimumversionasbinutils-2.9.1.0.7 otherassemblermaybe possible andmary arementionedn the
AssemblyHOWTO, but the samecaveatapplies:Beforeyou canreporta bug, you mustverify your
resultswith theofficial toolset.

Assembleicanbeincludedinline in the C sourceor in stand-alondiles; bothusethe sameassembletin
onecaseinvokedby gcg, the otherby make rules.Theresultsandthe rulesarethe sameDetailed
informationon mixing inline-assemblewith C canbefoundin the GCCinfo pagesunderC
Extensions::—Extended Asm:: with detailsaboutintel-platformconventionsunderinvoking
GCC::—Submodel Options::—i386 Options::.
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Inline Assemb ler and Optimization

Be very careful with compiler optimization flags when using inline assembly
language. GCC will not inline assembler functions unless optimization - Oor - On
flags are added; without optimization, the link stage will hang looking for
unresolved references to any assembly routines that may have been embedded in
extern inline functions. You can mix - g and - Oflags for debugging, but you must
include optimization for correct inline compilation.

If youknow ary otherassembleryouwill find few surprisesn GAS. GNU assembleusesstandard
AT&T syntax,alittle oddto Intel usersput completelyfamiliar to thoseaccustomedo the m68k
assembler

Assemb ler Caveats
The AssembletHOWTO offersthefollowing checkliston usingGNU assembler:

- Regyisternamesarealwaysprefixedwith the percent{(%) sign,asin %eax; this makesit possibleto mix
externalC symbolswithoutintroducingunderscoraotation.

- Theorderof operandss reversedfrom the Intel corvention;gasexpectsoperandpairsas(source,
destination)

« Operandiatatypesanbe disambiguatety appending single-letteitypeidentifierto the nameof the
operatorfor example,

movw %ax,
%ex

would move a 16-bit (word) value;the default behaiour will deducetheword-sizefrom the operandor
use32-bit (long) values.

- Immediateoperandsreidentifiedby a $ prefix

« Wherethereis no prefix, variableidentifiersaretakenasmemoryreferencesfor example$var isthe
addres®f var whereagustvar denoteghevaluestoredatthatlocation.

- Parenthesisrrounda variablenamedenoteindirectionor indexing, for example17( %ebp) is anoffset
of 17 bytesfrom theaddresstoredin the basepointer

Intel2GAS Assemb ler Translator

In someinstancesassemblecodefrom otherplatformsandfrom otherassemblersanbe machine
translatedo GAS formatusingMikk o Tiilhonen's Intel2GAS (ttp://hermes.terminal.at/intel2gas/)
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translator Originally designedo translatdNASM files to the GNU Assemblerthis projecthasevolved
into a generalpurposesystento translateseveralix86 assemblerinto GAS andcanbe scriptedto
translatebetweeralmostary two assemblesyntaxcorventions.

Navigational Aids

You may understandhe compilerandhave a goodnotionwhatyour codemustaccomplishNext, you
needto know whereandhow it will fit into thekernelarchitectureSimply addinga new kerneldevice
modulemay have anohviousbest-locationbut if your projectspansmoduleor subsystentboundaries,
you needthebig picture.Evenif you areonly extendingexisting codeor addinga new minor service,
withouta currentandaccuratenap,you run arisk of re-inventingservicesvhich mayhave been
availablehadyou chosersomeotherlocationfor your code.

Any projectof 1.6 million linesis goingto have sometanglesno matterhow you sliceit. Telling youto
“startini ni t/ mai n. ¢” is notmuchhelp,andevenaprintedreferencesuchasthis bookis atbestonly a
snapshotonceptuamapthroughthelabyrinth;the developerswill emploreyouto “just readthe source”
butin a projectthis size,finding your way aroundis a non-trivial problem.

Fortunately severalexcellentopensourcepackagexist for reverse-engineerinprge projects.There
arealsomary commerciakoolkits but startyou thinking aboutarchitecture| don’'t wantto invite the
excusethatyou cannotafford them;this sectionwill focusonly onthosetoolswhich arefreely available,
with a preferencdor opensource.

Code Visualization

Codevisualizationis not aboutpretty printoutsof controlstructuresn asourcefile. It is usefulto have
suchadisplayfor largeandcomplex functions,but suchcodeis notvery commonin the kernelsources
(seeStyleGuide)In our everydaylife, we expectstreetgo be straightwith periodicintersectionsand
rows of drivewayson eitherside;we don’t buy mapsto placeour mailboxin front of thehouse put we
do buy mapsandsureysto seethe neighbourhoo@ndwe usearchitecturaplansto understanduny
large constructiorproject.Evenif thoseplansarenotaccuratgthey rarelyare)we canwork outthe
differencesaswe explore. Thisis the purposeof codevisualization.

Unfortunately mostopensourceprojectshave no functionalspecificationandno architecturaplans.At
best,therearesomelooseguiding principlesasdecidedby the steeringcommitteesLinux is no
different.Contraryto the bestadviceof softwareengineeringmostopensourceprojectsareinventedon
thefly, madeup asprojectmembersencountereachnew designproblem.Opensourceteamsmove
organicallywith no masteiplan,andoverall,the methodworksverywell ... unlessyou arrivedlate.
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I’'m notadwocatingdesignprocessethrustuponopensourcenotonly doesthe opensource‘massvely
parallelsolutionspaceandomwalk” work, but Apache Linux andmary otherlarge projectsprove that
it worksverywell, asgoodor betterthanthetraditionalsoftwaremethodologies’m only suggesting
that,for any non-trivial changeswe needto understandhe currentarchitectureandthis is especially
importantin afast-maing projectlike Linux. Dueto the greatpopularityof the O/S,we have limited
contactwith coredevelopersandarapid paceof kerneldevelopmentendersexisting documents
obsoletefasterthanthey arewritten. Evenfor the seasoneteammemberthe escalatingpaceandscope
of Linux developmentensureswhateser conceptuamodelthey may have hadwhenthey startedthe
reality is probablyvery different,andthereis no onewe can“call beforewe dig”: On-the-flyreverse
engineeringechniquesrepracticallyessential.

Reverseengineerings the procesf deriving amapdirectly from theterritory usinganautomated
systemto gatherrelationaldata,anda grapheditorto helpdistill the jumble of call graphsand
misinformationof directorystructuresnto comprehensiblenteractionsof well-definedsubsystems.
While commonin object-orientegorogrammingthe practiceis relatively unknovn in the opensource
community:Most projectshave processefor moving conceptuatonsensusito sourcecode,but there
arevirtually noreverserepairpracticesensuringdocumentsnatchthe sourcereality.

Rigi Visual Software Understanding Tool

Rigi is a codevisualizationsuitefrom the University of Victoriain British Columbia.The packagéhas
beenportedto Linux andalsorunson SunSFARCstationgSunOS)|BM RISC System6000(AlX)
workstationsandon Windows 95/NT. Rigi canextractandabstracstructuralinformationfrom the
sourcecodeanddisplayresultsin avariety of high-level views; the systemis bundledwith parserdor C,
C++andCOBOL (aY2K-boomlegag/?) andcanbe extendedusingthe Tcl interface.

Rigi includestwo maincomponentsa command-linesourceparsingrigiparse for creatingthe Rigi
Standardrormat(RSF)datatupples,andthe Motif-basedregiedit diagrameditor for thegraph
manipulationsanalysisandreportgenerationThekit alsoincludestoolsfor massagingaw data
producedy the parserto remove redundantnformationandfor generatindhypertet displays

Theregieditdisplaywindow initially shavsthe projectasaninvertedtreewhereleaf nodescorrespond
to functionsandstructuresandintermediatenodesareassignedspreliminarysubsystenbboundaries.
Selectinga subsystemvill shov containedelementswith the call andreferencearcs.Youthenusethe
editorto alterthis projectionandre-groupnodesto disclosethe underlyingstructureof the software.

While it is easyenoughto manipulatesourcecodegraphsusingrigiedit , populatingthe graphwith the
relationaldatagleenedrom sourcecodeis not sostraightforward.For anapplicationthe sizeand
compleity of Linux, this requiresconsiderablenassagingf databeforeyou cangeta meaningful
result;thebuilt-in RCL scriptinglanguageallows you to automatenuchof the processbut creatinga
usefulmapof theentireLinux kernelwill requiresomeeffort andexperiment.

To prepareghedatabaséor the editor, the basicprocedurds
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1. Createa shellscriptwrapperaroundgccto substitutethe preprocessooutputandfor all the
compilerinvokationsin the Linux make files.

2. RecompileLinux settingthe CC to your scriptwrapper Thiswill createcorrespondingegiparse
outputfiles for every C-languagdile.

3. After compilation theresultscanbe collectedtogethersortedandfiltered,or processeéhto
hypertext information(for a hypertext navigation)

4. Onceloadedinto the editor, thebuilt-in scriptingsystemcanalsobe usedto filter the datasefor
redundanbr misleadinglinks beforedisplayingthe projectgraph.

Theprocessioesnotrequirechangego the Linux sourcetreeandwill only mapthoseoptionswhich
wereselectedn thekernel. confi g file.

It is worth the effort. Onceloadedinto the grapheditor, you have avery pawerful tool for distilling the
sourcefiles into manageablbits. For example,you cangeneratdorwarddependeng mapsout from
mai n() or ary otherfunctionto seethecall or referencescopeof thatitem.

A very usefulfeatureof Rigi is the ability to reframeary datastructureinto anobjectorientedview: The
structureis portrayedasthe attributesof a virtual classwith the functionsinvolving this structureasits
methodsThewholevirtual classdefinitionis groupedasa singlesubsystenandfolding this backinto
the overallgraphwill allow youto projecthigherorderforwarddependengandinteractionamaps.This
procescanberepeatedo reducethe entirekernelinto the subsysteméstedin Partll.

For your documentatiomndpresentatiopurposesRigi will alsoproducegraphview screerdumps
which canbe massagethroughpostscriptoolssuchasgv or xv or includedin DocBookfiles; Rigi’'s
outputmaybe somavhatrustic,but the programmorethancompensatefor aesthetichby beinga solid
pieceof technicalwizardry.

The packagealsoincludesscripteddemosof the abstractiorfeaturesusinga simpleapplication,aray
traceranda portionof thelBM SQL/DSsourcesThelatteris a dramaticdemonstratiorf distilling a
nightmarishsoupof aflat call graphinto anelegantandinstantlycomprehensibldisplay Other
examplesof applyingRigi to very large projectsanda collectionof researchpaperscanbefoundon the
Rigi Homepagéhttp://www.rigi.csc.uvic.capt the University of Victoria.

PBS: The Portable Bookshelf

Conceptuallyandfunctionally similar to Rigi, the PortableBook Shelf(PBS)from Ric Holt's groupat
the University of Waterloois anotherreverse-engineerin§wissArmy Knife for gatheringand
presentingstructuralinformationfrom alarge softwareproject. PBShasalsobeenportedto Solaris,
Linux andNT andcanbe obtainedrom the PBSHomepage
(http://www.turing.toronto.ed(pbs/index.html) at the University of Toronto;this site alsosportsa
pre-tuilt demo(anddownloadabledatasetsysingthe 2.0 Linux kernelaswell asmary excellent
softwarearchitecturaesearctdocumentsiescribingPBSasspecificallyappliedto Linux.
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(sidebar) Do we need reverseengineering?

Do we needelaborateschemedso tell uswhatis alreadyoutlinedin otherkernel
documentationvithout the benefitof complicatedoolslike Rigi or PBS?Yes,other
documentatiomoesdivide the kernelinto thesesamesubsystemsandwe evendepended
onthatknowledgein distilling our concretemodel,but whatis mostinterestingis wherewe
differ: Our empiricalmodelshowvs mary interactionsanddependenciesot reportedn
otherdocument®r evenin the sourcecodecommentsBy appealingo reality, we discover
non-olvious(or forgotten)interactionssuchasthe kmod dependencieksetweerthe
network subsystenandIPC.

This shouldnotimply ourempiricalview is any lessproneto omissionsor errors;ourtools
cananddo produceartifactswhich mustbe verifiedin the sourcecodelogic, andbecause
thesetoolswork onthekernelbeingbuilt (usingour current. conf i g file) we cannotbe
certainotherconfigurationwill notincludeotherunseerrelationshipsWhatwe candois
gainamoreaccuratenapof whatis known andto illustrateRichardFeynmans famous
remark™...it doesnt matterhow beautifulyourtheoryis, it doesnt matterhow smartyou
are—if it doesnt agreewith experiment,it'swrong.”

Source Code Navigation

Onceyou understandkernelstructure andwhile you do your actualcoding,you needto managehat
tangleof symbolsandfunctioncalls. Soucecodenavigationtoolsgive you variousmethod<or hypertext
views of sourcefiles; you needto know whereyou aregoing, but for steppingthroughstaticsource
structurestheseproductsareessential

Thesetoolscanbe dividedinto two campsthe HTML browserbasedsystemsandthectags
editorextensionsystemsEachmethodhasits advantagesanddisadwantagesbut all have thecommon
objective of point-and-clicknavigationthroughcross-referencdsetweenmmary sourcefiles spreadover
mary directories.

The Linux Source Navigator

Oneof thefirst systemdo renderLinux in hypertet is alone MetalabUNC webpagecalledsimply “the
Linux SourceNavigator”. Thereareno mentionsof authorshipavailablesourcecodeor ary explanation
why this site ceasedo follow Linux at someunspecifiedncarnationof the 2.0 kernel;the only thingsl
cansayaboutthethe Linux SourceNavigator (http://metalatunc.edu/neigatar-bin/navigator.cg?) are
thatit is fastandthatit probablyalsosenedasaninspirationfor moreusefulprojectssuchasLXR.
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LXR: The Linux Cross-Reference project

The SourceNavigatorwasthe seedof anideato useHTML asameando presentLinux sourcecode.
LXR takesthis further, wrappingtheideainto a usefulandelegantpackagédor presentingnultiple
versionsandmultiple branche®f alargeproject.

LXR is asuiteof Perl5scriptswhich, whencoupledwith a searchenginesuchasGlimpseor Ht/Dig, lets
you navigatekernelsourcedy searchinglirectories searchingn keywords,identifiers,stringsandperl
regularexpressiongregexps),andevenjust plain old hyperlinkbrowsing. The displayrendersC code
with all projectidentifiersandfunctionnamesasHTML anchordinking to the definitionsor to cross
referencdists on otherusesof the symbol.

If you have areasonablyastinternetconnectionyou canenjoy the benefitsof LXR throughthe LXR
Homepagéhttp:/Ixr.linux.no/). This site sportsa full demonstratiomf the software,completewith
Glimpse-searclapabilitiesandshowns the very latestLinux sourcedor boththe productionandthe
developmentkernels.Otherdemosatthe LXR siteincludesourcebrowsingof the GIMP, BSD and
severalotherlarge-scaleopensourceprojects.

Installing the LXR

If, ontheotherhand,you needrapidand/orlocal accesgo thedisplay afull installationof the LXR
searchengineis simpleto do, but theinstallationis large: Theidentifierindexesalonefor the 2.3 Linux
kerneltotal 30Mb andtake nearlya half hourto generaten a Celeron300PC. The LXR documentare
sparsebut notimpossibleto follow if takencompletelyliterally. An overview of theinstallationgoesas
follows:

1. Installthe LXR webfilesin yourwebserer documentreeandsetthewebserer configto recognize
the CGI programs

2. createtheindex directoriesoutsideof thedocumentree,typically in / usr/ | ocal / | xr andcreate
index subdirectoriegor eachkernelversionto beindexed;thesekernelversionamustalsobelisted
in thever si ons text file in thebasedirectoryof theindexes

3. changédo theversion-specifitndex directoryandrun thegenxrefprogramgiving thefull pathof the
kernelsourcetreeasthetargetof thecommand.

This installsthe basicsystemto browsethe sourcecodeandswitchbetweeralternateversions plusit
will let you do basicidentifierlookupsandto navigatethe hyperlinksLXR will embednto the
source-codelisplay

Thenext-level of LXR userequiresasearctengine andfor this purposethe LXR documents
recommendhe Glimpsesearchengine but they conceddhatary text-basedsearchenginewill dojustas
well; the LXR configallows for any CGI programto be calledin responséo the full-text searchform®.
Giventhis backend,the systemis ableto answeljustaboutary pattern-searcueryonthekernelin a
matterof seconds.
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Using LXR

Thereareno surprisesn usingLXR. The screerdisplayshows the currentpageandlists all installed
kernelversionsandarchitecturegseeFigure5-1). As you would expect,while viewing afile for one
versionor architectureselectinghe optionfor analternatesourcetreewill displaythecorrespondindile
(if available)in thatnew context. This makesLXR anindispensabléool for makingsourcecomparisons,
for example ,whenadaptinginstructionsfor previouskernelsto the situationin a moremodernsource
tree.

Figure 5-1. Screenshotof an LXR page
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In-Editor Source Browsing

A sourcebrowsersuchasLXR maybe usefulfor large sweepsf your sourcesor for identifieror
commentsearchingvia the ad-hocperl regexps, but it is read-onlyandbrowserbasedandnotvery
practicalduringyour hands-orcoding.To integratesourcenavigationinto the practiceof writing
software,mary programmerslreadyusecodenavigationtoolssuchasctagsin vi or etagsin EMACS
but thesetoolsarenot quite up to indexing tagslists aslargeandcomplex asthoseof theLinux kernel.

Global Source Tags

You canthink of Shigio Yamaguchi Globalasctagson steroids:Globalis a portablesourcecodetag
systemfor C, YACC andJava sourcefiles andcanbeintegratedinto vi or Emacsor usedwith a
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stand-alondnypertext generatoto quickly locateidentifiers,objectreferencesndevenpreprocessor
symbols.

Globaltagsmaybeinvokedwithin your editoror from thecommandine. Its featuresnclude

- Referencescopecanbelimited to directoriesallowing duplicateidentifierswithin differentsource
areas.

« Searchspacecanincludelibrary paths

- Tagfiles areplatformindependenandcanbe movedor sharedreely betweerdifferentarchitectures
(for example tagfiles maybesharedvia NFS)

- An optionalcompactformatcanbe usedto reducediskspacaequirements

Obtaining Global

Thisis oneof thosegemapplicationsvheredevelopmentasall but ceaseanly becausehe current
versionis aboutasgoodasit gets.Themostrecentversiondatesfrom 1996andis availableatthe Global
Homepagéhttp://wafu.netgate.net/tama/uriglobal.itml); it is alsoavailablethroughlargetoolkit sites
suchasMetalab

Building Kernel GTags

Theadwancedusesof the Globalsystentfor generatindd TML output,leveragingthe Extendedvl and
EMACS specificfeaturesor extendingthe parsersaarebeyondthe scopeof this chapterthe documents
which accompap Globalareunusuallycompleteandwell written. All you needknow hereis, to theend
user preparingacompleteGTAGS index for evenalarge projectsuchasLinux is no morecomplicated
thanthetraditional CTAGS; all the compleity of the Globalbtreeindexing is completelyanddelightfully
hidden.

Thecommand-linauseof Globalis similarly straightforwardandwith no surprisesUsingtheincluded
global utility from a shell,you canquickly locateidentifiersandreferences.. try thisthenext timea
kernelpatchleavesyou without somesymboldefined!lt getsevenbetterfor the Kerneldeveloper:By
creatingseparaténdexesin eachof yourl i nux- VERSI ON directoriesandathird index in the parent

/ usr/ sr ¢ directory, searchinglonein the context of oneversionwill belimited to thatscopewhile a
searctdonefrom therootdirectorywill locateall reference®r definitionsin all your installedversions.

Theres moregoodnews: Globaldoesnot requirea completerebuild of thedatabaseverytime thereis a
changeo afew files. Thereis aninitial hit to build yourtagsindex, but thereaftertagfiles canbe
updatedncrementallyby changingo the parentdirectoryof the changedr patchediles andissuingthe
-i commandption. Solidly cool.

10



Chapter5. Toolsfor KernelProgrammes

XRef-Speller for EMACS

Similarin intentto Globalunderthe EMACS editors,XRef-Spelleralsoprovidesin-editortracingof
identifiersandfunctioncallsin C, C++andJava sourcecode. XRef extendsthis basiclookupfunctionto
includeotherinterestingfeaturessuchasthe ability to highlight a segmentof codewithin afunctionand
to auto-generata new functionto factoroutthatcode,or to do the oppositeandadjusta functionto be
insertedinto someotherfunction.Lik e the SourceCodeBrowser XRef canalsobe usedto generate
hypertext (HTML) editionsof sourcecodefilesto crossreferencesymbolsto the definitionsandother
usestheir websiteincludesa demoof this usingthe2.2.5Linux sources
(http://guma.ii.fmph.uniba.sk/lix.htm).

Obtaining XRef

XRefis distributedthroughthe XRef-TechHomepagdttp://www.xref-tech.com/andwhile
demonstratiowersionsareavailablefor download,XRef is commerciakoftwareandis licencedeither
in binaryor in source-codéorm.

Using kernel-doc

Understanding large programrequiresgraspingthe high-level designandnavigatingthe tokenzoo, but
it alsorequiresunderstandinghe sourcecodeitself andthe intentionsof the developers While not
followedthroughouthe Linux kernel(it wouldn’t beary fun if therewererules),mary kernel
developersandeveryonereadingthis book,areadoptingthe kernel-doccornventionsfor embedded
commentsTim WaughandMichael Zucchihave contributeda perl script,scri pt s/ ker nel - doc, to
parsethesecommentsnto DocBook,HTML, manpageandtext formats.This utility will alsoletyou
singleout specificfunctionsin the C codeto beincludedor excluded.

parport_set_timeoullustratesthe man-pagdik e outputreturnedrom the kernel-doccommandoerl
scripts/kernel-doc-docbook-function parport_set_timeoutdri vers/parmport/ieeel284.c

Thekernel-docis the coreapplicationbehindthe new Docunent at i on/ DocBook projectheadedy
Tim WaughandAlan Cox. This directoryusesa simpletemplatesystemo insertkernel-doogenerated
referencepagesnto DocBooksourcesA few “K ernelBooks” canbefoundin the

Document at i on/ DocBook directorywherethereis alsoaMakef i | e for generating?DFandPostscript
output

Note: Programmer guidelines for coding kernel-doc comment blocks can be found in the section
called Comment Blocks in Chapter 6.

11
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parpor t_set_timeout
Name parport_set timeout — settheinactiity timeoutfor adevice

Synopsis

| ong parport_set_timeout (struct pardevice * dev, long inactivity);

Arguments

dev
device onaport
inactivity

inactivity timeout(in jiffies)

Description

This setstheinactivity timeoutfor a particulardevice on a port. This affectsfunctionslike
par port_wait _peri pher al . ThespecialvalueO meansotto call schedul e while dealingwith this
device.

Thereturnvalueis the previousinactivity timeout.

Any callersof par port _wai t _event for this device arewokenup.

Description

This setstheinactivity timeoutfor a particulardevice on a port. This affectsfunctionslike
par port _wai t _peri pher al . ThespecialvalueO meansotto call schedul e while dealingwith this
device.

Thereturnvalueis the previousinactivity timeout.

Any callersof par port _wait _event for thisdevice arewokenup.

12
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Development Tools

In a perfectworld, you have all thetime you needto carefully craft blemish-freesoftwarewith a carte
blanchebudget.l don't know aboutyourworld, but in mine, my clientswantthingsyesterdayandthey
aremorelikely to approve a projectbudgetafterthey canseesomethingangible,only rarely before.
Somereadersnayberapturedn alabourof love working on kernelcode,but othersmayneedthatextra
boostof developmentools. Fortunately thereis help.

Developmentoolscanbedividedinto threedomains:RAD tools, performancevaluation,andproofing
simulators.Thefirst getyou codingquickly, the secondet you verify andprobeyour program,andthe
lastgroupgive you a test-harnesthatavoidsthe botherandrisk of continuallyrebootingandletsyou
obsenre your codeon almostary interfaceinsteadof crossingyour fingersandinflicting it onalive
machine.

Linux offersthemostin the middle category, in softwareprobesanddehuggingtools;thereis a simple
RAD kit for developingnew driver modules put thereis only one.Thereis alsoonly one’sandbox’
applicationto run your kernelin userspaceYou canprobablytell from thesecountswherethe average
programmespendsnostof theirtime, andit is notin eitherinitial codingor in thefinal proofingof their
code.

Rapid Application Development in Kernel Programming

A kernelRAD tool needgo captureknowledgeof (or extract) currentkernel APIs, structuresand
functioncalls.It would know whatis valid andin whatsequenceandit would build sourceand
documentemplatedor commondesignpatternsin actualpractice however, you arenotlikely to create
mary new kernelservicesn your kernelprogrammingcareeyandyou aremuchmorelik ely to spend
mostof your time usingsourcecodenavigationtoolssuchasGlobal. This probablyexplainswhy there
aresofew (exactly one)kerneldevelopmenkits: Thereis no demandIt mayalsosimply bean
applicationwho’stime hasnotyetcome.

Linux Driver Development Kit

Let's suppose/ou have somenew pieceof hardwarewhichwill sit onsomel/O or network port awaiting
somehandshak sequencef events;this is the scenarioof the Linux Driver DevelopmeniKit. A project
of Linux Labs,theLDDK simplifiescreatingdevice driversby generatinghe basicmodulesourcecode
from aadriverdescriptiorfile andcorrespondingode-templates.

Thetoolkit currentlycontainsonly oneprogramthe command-lindbaseccompilerfor their Driver
Definition LanguaggDDL); othertoolssuchasa GUI andalanguageeditorareplannedput atthetime
of writing, therecommendeg@athis to just useSWIG (seebelow) to addwidgetaccesgo thecompilet
Givenyour hand-craftedDL file, theddl2c compilerwill generatea completedriver projectsource
tree,completewith all your malkefiles,librariesandonlinedocumentationall readyto compileinto a

13



Chapter5. Toolsfor KernelProgrammes

new kernelmodule.

While limited, the LDDK is still very usefulfor creating(or justbootstrappingplobaldevices(single
majornumber)or simplesubmodulesvithin a singlehardwaredevice (minor numberedievices).The
generatediles automaticallyinclude/ pr oc pseudo-filereporting,/ pr oc/ sys Sysctll/O, ioctl()
functionsandthe userlibraries.Generatedlriversalsoincludedefinitionsfor multi-level detuggingcode
which canbe manipulatedszia insmod commandine parameters.

TheLDDK packagencludesexamplecodefor simpleandsubmoduledrivers,block devices,memory
mapping,/ pr oc functionsandaguideto passingsignalsbetweerthe kernelanduserapplicationsThe
full documentatiomnddownloadinformationfor theLDDK is availablefrom theLinux LabsSoftware
Page(http://www.lIp.fu-berlin.de/pod'software/ddil/); Tcl/Tk, Perl,Phytonor Guile supportfor your
canalsobeaddedahroughthe SWIG wrappergeneratofrom http://www.cs.utah.edu/~beazléSWIG/
(http://lwww.cs.utah.edu/~beazlSWIG/) or from the Linux Lab Project.

Debugging and Kernel Probes
Linus Torvalds

"I'm afraidthatl’ ve seentoo mary peoplefix bugsby looking at dehuggeroutput,andthatalmostinevitably
leadsto fixing the symptomgatherthanthe underlyingproblems."

Torvaldsmayberight, but you canalsohave bugswhich cannotbe discoveredthroughstaticanalysisof
thesourcecode.Very often,especiallyin real-timeor multithreadedapplicationsthe only way to gather
informationaboutsystembehaiour is to watchit. Putanothemway, softwareis never underary
obligationto behae theway it wasintendedto behave.

Working onthe operatingsystemitself presentsomeobviousproblemsfor delugging.Becauséahe
kernelis whatprovidesthe basicl/O servicedor all applicationssoftware,we arenot ableto stand
outsideof its spacen the sameway we canstandoutsideof anotherapplication;outsideof the kernel,
thereis no placeto stand Fortunatelythisis not preciselytrue: We areableto gainsomeknowledge
abouttherunningkernelthroughthekernel’s own I/O servicesuchasprintk() or sysctl(), or we can
indeedstandoutsidethe kernelby standingn thel/O spaceof someotherkerneleitheronthe same
machineor on someotherbox.
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When printk() fails

Simple diagnostics and tracing can usually be done by peppering suspect code
with the kernel library printk() function. As expected, printk() provides a
"printf’-like facility to log messages through syslogd . Where it works, and where
calling the function is allowed, this technique works quite well, but as we all know,
like any instrumentation, print statements inserted into code do not monitor the
code you wrote, they measure new code with print statements inserted into it. The
difference can lead to code which may work when traced, but cease to work when
the statements are removed.

The same warning holds true for the use of asser t() macros to add pre- and
post-conditions to your functions: While wonderful in theory, when these macros
are enabled they can fundamentally change your program. | have seen cases
where inserting asser t() shifted stack addresses enough to prevent the bug from
occuring and could as easily caused new instabilities to appear.

Sometimestheonly way to understanavhy our codebehaestheway it doesis to strapit to thelab
benchandstuf it full of probesandmonitors.This sectiondescribesomemethodsn all of these
scenariosfrom thevery low-level probesto waysto enablefull symbolicdehuggingandporttapsona
runningkernelimage.

Using ptrace

Unlessyou arecreatingcustomdehuggingtoolsor extendingthefacilities of the existing tools,you are
unlikely to work directly with this function.ptrace() is the standardinix basisof all breakpoint
deluggingandis usedto manipulatethe runtimestateof a procesghroughthe protocolof signals
definedin the headeffiles. For example,a controllingprocessanattachanothersingthe
PTRACE_ATTACH requestindinitiate a singleinstructionstepwith PTRACE_SI NGLESTEP or manipulate
datawithin the child processor changeheregistervalueswithin a stoppedprocess.

Most Linux distributionsincludeman-pagalocumentatiotfior the ptracesystemcall, but for the 2.4
kernelsupportyou will needto find themostrecentedition of this page.<sys/ pt r ace. h>> defines
theinterfaceto all the procesdraceandmanipulationgunctionslocatedin

Li nux/ arch/ ARCH ker nel / ptrace. c.

Subterfuguéhttp://subterfugue.@y) is arelatedopensourceprojectwhich providesamobject-oriented
scriptableinterfaceto pt r ace() usingextensiblePythonscripts.This canbe usedto do strace-line
monitoringkernelcommunication®f userspaceprogramsor to wrapanapplicationin asecure
sandboxSubterfugués ableto provide servicesunableto the usualstrace utility, for example,tracing
throughclonesystemcallsandfollowing job control.
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Debugging over the Serial Console

At long last,thereis a goodexcuseto dustoff thatVT52 in thecloset:New to the 2.4 kernel,a serial
consolecanbe enabledo monitorthe systemmessageandmanipulatethe systemusinga simple
terminalor terminalemulatorprogram.With the serialconsoleenabledyou canalsoissueSy s RQ
commandsSendinga BREAK followedby enterwill enablethe serialSysRQandprint a short
commandsummaryo executea SysRQcommandsendBREAK againfollowedby the commandkey.

TheserialconsoleSysRQfacilitiesarealsoavailableasa patchfor the 2.2 serieskernalfrom Miquel van
Smoorenhrg’s FTPsite. (ftp://ftp.cistron.nl/pub/peole/miquels/ierrel/v2.2/)

Using the GNU Symbolic Debugger (gdb)

Ratherthanmanipulatingthe kerneldirectly throughptrace(), if you mustmonitoror correctarunning
kernelimage,youwill probablydo this usinggdb. Thegoodnewsis the GNU symbolicdeluggercan
easilymonitorarunningLinux kernel;thebadnews s theaccesss read-only;you cannotset
breakpointsor modify values.

To prepthekernelfor dehugging,

1. Add deluggingsymbolsto your objectfiles by manuallyinsertingthe -g compileroptioninto
arch/i 368/ Makefil e.

2. Enablethe/ pr oc filesystemin the kerneloptions;thiswill beyourwindow into thekernel.
3. Issuea make cleanandthenrehuild andinstall the new kernelimage

With thesechangesthe new kernelcanbe monitoredthroughthe/ pr oc/ kcor e memoryimage
pseudo-fileusingthecommand

gdb vnlinux -core /proc/kcore

If you needmorecontrolovertheruntimestateor you needto monitorakernelthatis goingto crashand
burn (takingyour detuggerwith it), gdb canberunfrom a secondnachineandconnectedo your test
box througha serialport; to facilitatethis connectiorandto enableyou to attachto the kernelasearlyin
thebootprocessaspossible Silicon Graphicsoffersa kernelpatchwhich addsthe gdb optionto the
LILO prompt;this patchwill alsoaddtheoptionto defineCONFI G_GDB in the kernelconfigsothe
featurecanbeturnedoff whennolongerrequired. The SGIkGDB patchcanbedownloadedrom the
kGDB ProjectHomepagéhttp://oss.sgi.com/projects/kgdb/).

Built-in Kernel Debugger
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SGl peoplejustdon’'t know whento quit. If your kernelis amongthelist of supportedrersionsthey also
offer the KDB patch(see oss.sgi.conthttp://oss.sgi.com/projects/kdbiyhich will addconfiguration
optionsfor CONFI G_KDB andCONFI G_KDB_FRAMEPTR. Whenenabledtheseoptionsprovide symbolic
dehuggingservicedirectly in the kernel,without the needfor aremotegdb processthe KDB patchkit
alsoincludesaDocunent at i on/ kdb directorywith copiousreleaseandusagenformation.

Kernel Sandbo xes

Whatif your changesnaydamageyour hardware,or involve handshak sequencegouwouldlik e to test
througharegressiortestsuiteanda device stub?If your changegkernelfit within the capabilitiesof a
simulator it may make sensdo testyour codea userspacevirtual machine or 'sandbox’ to obsereits
behaiour. In mary casesthe sametestscanbe donethrougha dehuggeror evenby simply tracing
loadingandunloadingyour kernelmodule,but in somecircumstancesjou maywantto verify your code
beforeyouinflict it on arealmachineandto proofyour new kernelin anice safebubble.

Whenthekernelis runningin userspaceijt is mucheasierto usestandardleluggingandverification
tools.Debuggingwith gdb or profiling your codeusinggprof is no moreinvolvedthanary other
application.Otherdiagnosticsfor examplebranchtestingandotherautomatedegressiortests canalso
beapplied.

User Mode Kernel (UMK)

Theonly existing "Kernelin a Sandbox'systemthe"UserMode Kernel"by Jef Dike, startedoutasan
experimentto prove doingsuchmadnessvasactuallypossiblejt waslaterrecognizedo havereal
deluggingvalueandhassinceevolvedinto a major projectanda majorvoice behindmainstreankernel
facilitiessuchasptrace().

Whenrunin onaconsoleor in aterminalwindow, the UMK will appeajustlike any kernelboot, but
with somedevicesadjustedaroundthe hostmachine For example,duringthe bootsequencehe new
kernelmayreportserialportsas

serial line O assigned pty /dev/ptyp7

; to connecto this runningkernel,you caneitherlogin at the promptin your window or connectvia the
serialport. In our examplethis would be by pointing minicom or someothertermalprogramat

/ dev/ pt yp7; whenyou exit from this sessionthe usermodekernelwill closethatportandopenanew
one,for example,on/ dev/ttyp6

TheUMK is availablefor Linux 2.2 but is primarily aimedatthe 2.3kernels;if you only needto test
loadablemodulesyou canalsofetcha pre-compiledkernelimage.The softwaresupportsietwork
emulation but doesnot (yet) simulatemulti-processorandmary hardwaredevicesarein needof ahero
to codethemin. Yourinstallationwill requirethe UMK patchesr the binaryandaroot filesystenfor
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thenew runtimekernel;this canbe built on ary existing filesystemusingthe scriptsprovided.More
informationon UMK andall the necessarfiles canbe fetchedfrom Jef Dike’s UML ? website
(http://lwww.mv.com/ipusers/karayarl/uml.html).

CPU Emulator s

Dependingon your applicationandits device requirementsit maybe possibleto bootyour experimental
kernelwithin aix86 (or otherarchitectureemulatorsuchasVMWareor FreeVMWare/Bochsalthough
the starkdivision betweerthe operatingspaceof suchemulatorswill severelylimit theamountof
informationyou canextractfrom the test;consideringhe extra costof the softwareandof themachine
requirementsieededo runthevirtual machinejt is probablyeasiercheapeandmorefruitful to
purchasea cheapbeaterbox andto usetheremotedehuggingtechnique.

Useful Utilities

You have your new customkernelup andrunning,it getssafelypastinitialization andnow you needto
know if it is doingwhatit shouldandis notdoingwhatit shouldnt. In this stageof developmentyou
may not needthe botherof a symbolicdeluggerto know your programhasgoneastray(or to prove that
it hasnt) andin somecasesa deluggerwould be giving informationtoo low level or too specificto be
useful.

While it is truethatthereis not muchyou cando aboutthe behaiour of your changesvhile thekernelis
booting,mostoftenit is enoughto justwatchthe progresof your codeandthe stateof your machine
usingthetraditionalmeansof the programmerstoolkit: Sincemostdevicesarereadilyimplementedas
dynamicallyloadedmodulestherearerelatively few applicationsoutsideof innerkernelsubsystems
developmentwhereplain old systemmonitortoolsarenot enoughto diagnosethe problem... andas
expectedit is thosedeepcoreproceduresvhich arethe mostintractableto identify, but let's try to stay
positive: 90% of everydaykerneldiagnosiswill be obviousfrom the systembehaviour. For thatother
10%,thefollowing sectionsdescribesomeof the availableoptionsavailableto Linux programmers.

System and Process Monitor s

Assumingyour modifiedkernelwill bootfarenoughto beaccessibleandalsoassumingyour changes
areamiableto beingtracked by the usualsystemmonitortools. Theseincludethe normalarsenabf unix
commandsuchastop, fr eeandthedirectreadingof the/ pr oc pseuddilestheseutilities reference.
Very recently otherstandardinix toolsfor processaccountingprogramssuchassar, have beenported
to Linux andwill generallygive a moreaccurateictureof whatthe machinewasdoingwhile it ranyour
code.
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Analyzing Core Dumps

It ranfor hours,the processnonitorsall lookednormalandthen... ooops.Thereareseveralmeans
availableto deducehefinal stateof the kernelafteranoops,rangingin their diagnosticdetailfrom
shaving only wherethe programfailed, to beingableto recreatehe stateof themachine.

At oneendof the post-mortenspectrumthe ksymoopsutility, which wasincludedin the Linux source
treeup until the 2.2 distribution, will mapthe outputof the kerneloopsto the System.majfile to shav
thenamefo thefunctionwherethefailure occured(Seethe sectioncalledTracingfroma Kernel OOPS
in Chapter6. Very often,knowing thelocationof afailureis enoughto diagnosea problem,but for other
situationsthereis no substitutefor afull backtraceandsnapshobf your machineatthetime of death.In
thetraditionaluserspaceprogrammingoolkit, this is thedomainof the gdb —core commandthanksto
the contributionsof the Linux KernelCrashDump projectat Silicon Graphicsit is now alsopossibleto
applythis analysigsto the Linux kernel

The LKCD kit includeskernelpatchesanduserspaceoolsto capturea coredumpof afailing kernelto
adedicatedsCSilpartition,andit canalsoperformsomeanalysison thegenerateadoredumpor to
reloadthe kernelstatewhenthe machinereboots.

In its simplestform, LKCD will storethecorefile snapshoto/ dev/ vindunp, andthen,onreboot,it will
fetchthisimageandgeneratareporton/ var / | og/ vndunp. RPM files andthe necessarkernel
patchesanbedownloadedrom the LKCD homepagéhttp://oss.sgi.com/projects/lkcd/).

Kernel Profiling

Your programdoesnot oops,andit doesnt exhibit any grossbehaioursrecognizableluringprocess
monitoring,but it still fails to make the properhandshakor just needgo go fasterihis is thedomainof
profiling.

ThestockLinux kerneloffersvery basicfacilitiesfor gatheringtiming statisticson certainsubsystems
suchasthe SCSilparallelinterfaceandthe network layer, but all suchcodeis limited in resolutionby the
100Hzkernelclock. As aresult,the standardkernelprofiling is pretty muchuselessSeveralauthors
have contributedpatchego allow fine grain profiling but in all casesthesepatchesarehighly
version-specifi@andarenot be availablefor all kernels;the codeis oftenportableto otherkernel
versionsandthe authorsarealmostalwayshelpful, but if you aretinkeringwith this stuff, be prepared
for surprisegwhichis to say don’t promisetheresultsto anyoneby ary specificdeadlinedate).

Profiling with gpr of

If you have beenfollowing this chapterfrom the start,you may have alreadyconcludedhatSilicon
Graphicsis abig playerin therealmof kerneldelugging;kernelprofiling is yetanotherareamade
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possibleby thekind contributionsfrom SGI engineersThe gprof patchegprovide detailedtrace
informationthroughthe/ pr oc filesystem;oncethe systemis preparedkernpr of is usedto setthe
samplingratesandto togglethedatacollectionandthis datais thenanalyzedy runninggprof onthe
kernelimageandthegeneratediata.

Preppingthekernelis doneby applyingthe SGI patchto the sourcetreeto collectthecall arcdata;
unfortunatelydueto abugin all known editionsof GCC,includingthe EGCScompiler, gccmustalso
be modifiedusingthe patchedoundin the EGCSpatcharchive
(http://egcs.gygnus.com/ml/ges-mtches/20M-04/msg0®B32.html). If you areunableto modify your
compiler, analternatve fix is to remove all FASTCALL supportin thekernelsourcesthe SGI patchkit
includesa patchto do this removal but keepin mind thatthis will changethe behaviour of all systems
which mightusethe FASTCALL API.

As of thiswriting, thereis no FTP archive for this patchotherthanin themailing list archives.If youare
looking for it in someotherarchive, the gprof patchwaspostedto the Linux KernelMailing List
(http://linuxwww.db.erau.edimail_archives/linux-kemel/May 99/2383.html) by Dimitris Michailidis on
the 14thof May, 1999.

Linux Trace Toolkit

Karim Yaghmours TraceToolkit is anotherkernelinstrumentatiompackagelesignedo catalogCPUand
allocationeventsdown to microseconaesolution Lik e otherinstrumented-&rnelpatchsets LTT addsa
tracecapabilityoptionto the standardernelconfigurationscriptandletsyou choosehe level of detail
andthe specificsonthe eventsto be monitored.

BecausaheLTT tracksthe systemover aspecifictime period,it is particularlyusefulfor detuggingl/O
latengy andsynchronizatiorproblems Generatedeportsincludeeventflow, processanalysisandraw
eventlogs;thesereportsareall availablein userspacevia the/ pr oc interfaceandcanbereadastext
tablesor analyzedwith theincludedGUI reportingmodule.

Thekit consistsof the kernelinstrumentatiompatchesa kernelmoduleandtracedaemorto handlethe
datacollection,anda GUI reportreademwhichwill translatehetraceoutputinto areadableaeport.
Sourcefiles anddocumentatiortanbe downloadedrom the Linux TraceToolkit Homepage
(http://www.info.polymtl.ca/~karyn/trae/)

IKD Debugging Tools Patch

For the Linux 2.2.xkernels, AndreaArchangellicompileda singlepatchto bundletogetherthe most
commonkerneldehuggingfacilities. Theincludedtools cover

+ Delugkernelstackoverflows
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- Detectsoftwarelockups

« Procedurdlow tracing

- Sethreakpointsandsinglestep
+ Print-EIPonvideoram

«+ Stackmonitor

« Fine-grainprofiling

Unfortunatelyall of theseservicesarehighly versiondependenandwhile the patchmaybe portableto
otherkernelversions Andreatendsto only supportafew asthe needsarise.

Thelatestversionsof the IKD patchareavailablefrom e-mind.comthroughAndreas FTParea
(ftp://e-mind.com/pub/andedikd/)

1. In 1999,the Glimpsesearchenginewaspulledfrom the free softwareworld andre-releasedsa
commerciaproductwith theusualrestrictionson for-profit use.Beforeyou install Glimpseandits
companioiWebGlimpsereadoverthenew licenseto ensureyour usewill complywith their
requirements.

2. While Jef refersto his systemasthe UserMode Kernel,he mostoften abbreviatesthis asUML
(usermodelinux); | have choserthe shortform of UMK to avoid confusionwith the Universal
Modelling Language
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