Chapter 6. Contributing to the Kernel
Project (20)

Participationin the Linux kernelis essentiall’ d like to sayit is required. Your particularuseof Linux
may beintendedfor acommerciakeleaser you maybelooking to modify portionsfor a specific
applicationwithin your own inhousebusinesor researclprojects,andthe beautyof the GPL meansary
changeyou maymake to thekernelprojectareyour own businesssStill, if you arelike mostpeoplewho
becomanvolvedin Linux, astime goeson, you will wantto sharewhatyou’ve doneto helpadvancethe
project.Suchparticipationis thelifeblood of Linux. Participationcantake mary forms.You may startby
joining mailing lists, discussiorgroupson USENETor on IRC to make contactwith otherdevelopers
working in your area.Lateryou maytake anactive role, contrilbuting your own resultswith kernel
patcheor eventakingownershipof akernelsubsystemin all theseinstancesthe kernelcommunityhas
evolvedsomegroundruledor participation.This sectionis a brief HOWTO guideto Linux participation.

Participating in Linux Development Pparicipationstartswith
choosingLinux andthenchoosingto becoméanvolved.Becominginvolvedmeandearningthe
technologyandbecomingnvolvedin acommunity If you have comethisfar, you alreadyknow about
Linux DocumentatiorProjectandthekernell i nux/ Docunent at i on directory;thesecollectionsarea
goldmineof technicaldetails. They arealsoa goodreferenceof who’swho in the kernelcommunity

Points of Contact Mostkerneldevelopersarevery approachableTheofficial list of
developersandthe subsystemsandertheirwing is listedin the MAI NTAI NERS file in theroot directoryof
thekernelsourcetree.Do keepin mind therearemillions of Linux usersput only afew dozen
maintainersthesepeoplearethe projectmanagersndnottechnicalsupportcontactsfor end-user
problemsor novice questions.Br questionsaboutthe kernelsourcestry to exhaustall otheroptions
beforeyou askdirectly. It may seemmoreexpedientto senda fastemail ratherthansift twentyor thirty
webpageshut considemwhatit is like to be onthe otherendof anemailaddressvhich hasbeenposted
publically asanexpertbeforeanaudienceof millions. Linux hasbeenaroundfor mary years,andeach
new revisionis testedandprobedby thousand®f people.Chancesrevery goodyour questiorhasbeen
asledbefore.Yourfirst stopshouldalwaysbethekernelFAQ (http://www.tux.omg), thenthe mailing list
archivessearchpageor Deja.com(http://www.deja.com)andonly thenshouldyou approactthelist or
the contributorsdirectly.Insteadf directly approachindhetop people join theLinux Kernelmailing list
at Tux.org (http://www.tux.org) andbrowsethe archivesto seewho onthelist is involvedin your
particularareaof interestZachBrown's KernelNotes(http://www.kernelnotes.a) publishesveekly
summariegpostingsanda quick scanof his archivescanusuallyidentify someonavho mayansweryour
guestions.
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Mailing List Ettiquette Theusualrulesof nettiquetteapplyto the kerneldevelopment
group;| don't needto tell youthis. Thereare,however, otherguidelinesto keepin mindin your
communications:

« Kernelprogrammersrebusyon their own projectsithey arenot paidtechnicalsupportpeoplefor
Linux. Mostarepaidby theiremployerto getrealwork doneon their compaly’sagendanot yours.

- If youabsolutelyneedsomefeatureaddedfor your own use,bepreparedo addit yourself.If you
have a greatideawith wide appealthedeveloperanayagreeandchangeheir focusto accommodate
you, but they areunderno obligationto do so.If you needthefeaturefor a deliverable be preparedo
roll up your sleezesandcontribute,or to arrangeto hire someon@n your own initiative. Kernel
programmerarenot hardto find (a pleasansideeffect of anopensourceproject)but, asa general
rule, thekerneldevelopershemselesarenot availablefor hire.

« Thel i nux- ker nel mailinglist is averybusymailing list. Thereis alreadyhasfartoo muchnoise
andits membersl|argely dueto the above points,arenot very tolerantof peopleaddingmore.Valid
commentsandideasaremorethanwelcome but avoid “me too” repliesor postingsthatstrayfrom the
charterof thegroup.

All thesepointsof ettiquetteaside thekernelprojectvaluesyour input; a"kerneloops'report,evenif
the causeeludesyou, is essentiato ensuringthe quality of Linux.

Joinin g the Inner Circle ai oficial patchesventuallyfind theirwayto Linus
Torvaldsbeforebeingfoldedinto the mastersourcesWithin eachsubsystemdeveloperswill work on
their own privatesourcetreeandcollaboratewith their coregroupandwith the public to producewhat
they believe to bethe bestpossibletechnicalsolution,but all their patchesnustgo throughthe Torvalds
gatevay. As Linux advancesthework doneenablegarticipationby morepeople,andthesein theirturn
enablesvenmoreadvancesandmoreparticipantsThereis no absolutdimit to thegrowth of Linux. To
maintainsanity a teamstructurehasevolvedovertime to accommodatéhe flux of developersn andout
of the project,andthe everincreasinghumbersof patchesrying for inclusionin thekernelsources.
While Torvaldsstill holdsthe keysto the sourcearchive, therearenow threeor four trustedcontritutors
who cansubmitpatchesvhich arealmostautomaticallyacceptedFor example promisingcandidate
patchesareoftenincorporatednto the Alan Cox pre-release ac patcheseforebecomingpartof the
canonicakource.Bgondthis coregroup,the maintainersarethe next level of accessandbeyondthem
the subsystentdevelopersThis hierarchylets contributorswork closelywith the maintainerof a
componentandthemaintainergshenwork with Torvaldsor oneof his closeassistantsis aresult,Linux
is ableto beatthe FrederickBrooksprognosisandmanagea massie pool of developersWhile entering
theverytop eschelorrequiresspeciattalent,virtually anyonewith theright mix of peopleskills,
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telework skills andprogrammingsarvy canbecomehe maintainerfor akernelcomponent.

Becoming a Maintainer Torvaldsmakesa distinctionbetweerthe authorof acomponent
andits maintainer Anyonemay contribute a pieceof code,but maintainerstatusrequiresa commitment
to supportinghe componentandawillingnessto playing by teamrules.Supportinga component
involvesfielding questionspatchesandpublicinput, andalsoinvolvesfollowing reasonablg@rocedure
in the quality assurancandupdateof the software.Projectrulesrequiretimely updatede submittedto
Linus Torvaldsvia email; Torvaldsnever goesto a websiteor FTP archive to fetchpatchesThekernelis
alsogroundedn the philosophyof “releaseearly, releasenften”: All componentsnustbe submitted
incrementallyto allow for openpeerreview. Evenwherea componentmay have its own websitefor core
developergo discussanddevelopthe code,updateshouldnever be held backandreleasedn large
chunks Frequeninterimreleaseslsoensureshe componentievelopmenidoesnot move in directions
counterto the kerneldesigngoals.Amonghosedesigngoalsarecodere-useandgeneralizationln the
past,severalcomponentslevelopedoutsideof the kernelsourcetreerequiredfundamentathangesvhen
broughtinto the coresourceswhile ary projectis freeto remainindependenof thekernelsourcesto be
includedinto the kernelsourcesdevelopersmustbe preparedo work with the kernelprojectona
personalevel asmuchasatadesignor anAPI level.

Pro gramming Styl € Programmingtyleis oftendiscussedn the mailing list,
typically with norealresolution.Somepostingsrecommendemulatingthe style usedin the module
whereyou areworking, but suchadvicereally only ascerbatethe situation.In Linux 1.2, Linus Torvalds
gave hisfirst call for commoncodingstyle,andhis advicehasbeencollectedandexpandednto

| i nux/ Docunent at i on/ Codi ngSt yl e. Thisdocumenwhich begins:“First off, I'd suggesprinting
outacopy of the GNU codingstandardsandNOT readit. Burnthem.,it's a greatsymbolicgesture.”

Coding Style Guide Thebasicadviceis to follow thetraditionalK&R rulessetforth atthe
dawn of C; formattingprogramssuchasGNU indent canbe used but needcommandlinemodifiersto
conformto thekernelcorventions Putbriefly, thesecornventionsare

- 8charactetabs
- Placeopeningbracesattheendof theline, notonaline by themseles

« An exceptionto theaboveruleis to placeopeningbraceson a new line only whenthe bracebeginsa
functionblock.

« Closingbracesareon aline by themselesunlessthey arefollowedby a continuingclausesuchas
with anelseor with thewhile in ado-whileblock.



Chapter6. Contributing to the Kernel Project (20)

Variablenamesshouldbe descriptve while notbecomingverbosesomeC compilersareonly
sensitve to thefirst 32 characteref anidentifier, andlong variablenamesonly rarely adduseful
information.

Mix ed-casevariablenamesarefrownedupon.Multi-w ord variablenamesshouldbe seperatethy
underscores.

Globalvariablesmustbe usedsparinglyandshouldhave very clearly uniqueanddescriptve names.

Localvariablesshouldbe short,lowercaseaokens.Loop countershave beencalled"i" sinceFortran
daysandnooneevergothurt... providing yourfunctionsdo notgrow out of control.

Functionsshouldbe shortandsingle-purposethe sourceshouldfit into oneor two screen®f text. The
bestassurancef codecorrectnesss having codestructuresvhich canbeinstantlycomprehendedf
your functionrequiresmorethan10 local variablesyou maywantto reconsideour design.GNU C
canalwaysinline your functionsif you needto save the overheadf afunctioncall.

Commentsaaregood.Everyonelikescommentsput only if thosecommentsxplain whatthe code
shouldbe doingandwhy; codewhich renderghealgorithmin naturallanguages only rarely useful.
Usesmallcommentdo warnfuture developersput otherwiseavoid placingcommentsnsidethe
functionbody; commentshouldbe placedin ablock above thefunctiondeclaration.

Comment Blocks Newtothe2.4kernel, Tim WaughandAlan Coxarepromoting
GNOME-like commentblock conventions;Tim hasalsoprovideda scriptutility, kernel-doc to format
thesecommentsnto DocBook,HTML, manpagesandtext; all kernelcontributorsareencouragedo
annotateheir codewith theseblockssonew developerscangenerateccurateAPl anddesigndocsin
muchthe sameway that PerlandJava programmersiseper ldoc andjavadoc.Commenblocksfollow
theasimpletemplate:

/**

* function_prototype() (- short description) <10122>
* @araneter_x: (description of paraneter x) <10123>
*  <10124>

* Description: (Description of function)

* section header: (section description) <10125>

**/

<10122heseeclementsareoptional

<10124:Functionprototypeandparametedescriptionsareseparatedroom the descriptionandsection
heademith ablankline.

<10123><10125Fheseclementsaremayberepeated
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Theheadetemplatewill befamiliarto JaraandGNOME programmersKernel-Docwill alsoreplace
specialmarkupfor ervironmentvariables structurenamesandcontantsaccordingto thefollowing
patterns:

f uncnarme() function

$ENVWAR ervironmentalvariable

&struct _nane nameof a structure(caninclude“struct”)
@ar anet er nameof a parameter

YECONST nameof a constant.

Detailsontheuseof the kernel-doc scriptcanbefoundin the sectioncalledUsingkernel-docin Chapter
5.

Usin g GNU Emacs I youareusingGNU Emacsor oneof its variants you canmodify your
c-modesupportto follow the kernelguidelines githerglobally for all your C languagecodingor to limit
this styleto justthekernelsourcesTo enablethis within the scopeof kernelfiles, you canaddthe
following codeto your. enacs file:

(defun |inux-c-node ()
"C nmobde with adjusted defaults for use with the Linux kernel."
(interactive)
(c- node)
(c-set-style "K&np; R')
(setq c-basic-offset 8))

(setqg auto-nopde-ali st
(append ’ (("/usr/src/linux.*/.*\\.[ch]$" . linux-c-node))
aut o- node-al i st))

Usin g GNU indent if you areusingsomeothereditoror if you gettangledaboutusing
Emacsyou canrecover the properformattingof your C languagsdiles with theindent command!n its
basicmode,indent will backupyour sourcefiles andproducenew copies;indent canalsobe usedto
transformsourcefiles betweerdifferentcodingstylesor to reformatyour commentlocks(seeman
indent). For our purposesthe commando reformatafile into Linux kernelstyleis

indent -kr -i8
<sourcefil e>
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Asserts and Exceptions Asageneratule, avoidassert () statementsyherethey
work, they arebloat,andwherethey don't they aretrouble.Besides|inus doesnotlike them.

Other PI’OQ rammin g Guidelines Yourvery bestsourceon C language
programmingstylefor working with ary highly-portableandlarge-team-gbrt projectis to appeato
"K&R", theclassic'Programmingn C" by KernighanandRichie,anda final word on Linux
programmingguidelinesbelongsto legendaryopensourceprogrammerHenry Spenceandhis oft-cited
TenCommandmentsf C Programminghttp://www.ee.ryerson.ca:8080elf/hack The 10.html).

Preparing a Patch

Thepatd shouldbe co-measuatewith
thehole

Thomaslefferson
Whatdo you do with your brilliant kernelhack?As notedabore (the sectioncalledJoining the Inner
Circle), final sayonwhatis andis notincludedinto the Linux kernelrestswith Linus Torvalds,although
asthesize,compleity andpopularityof Linux grows, Linusis shifting someof thatburdento able
contributors.Althoughthe moresubordinateolesdo change gvery modulehasa maintainetistedin the
I'i nux/ MAI NTAI NERS file, andary patchesntendedfor generalistribution shouldgoto therelevent
peopleonthatlist. The easewith which the maintainerscanapplyyour patchis directly relatedto the
speedandlik elihoodof the patchbeingincluded.Patchesshouldalwaysbe submittedasa contet diff,
the outputfrom the diff -c commandA cornvenientway to generatehesepatchess to keepyour local
Linux sourcesn aversioningrepositorysuchasCVS andto generatéhe patchwith the cvs diff
command.

Bu g Rep ortin J BugreportsarecrucialLinux developersput only whenthereports
includereleventinformation.Linux runson mary platformsandmary configurationssimply sayingthat
“SMP crashes’is aboutasusefulasincludingthe weathemreport.Context is everything,anddevelopers
bestav specialblessingonthosewho cansupplya short,repeatablexample.Dont let me disuadeyou
from submittingbug reportson nelulousor sporadigproblems For mary pastbugs,the mostobtuse
obsenationhasbeencritically useful. Still, wherepossible provide asmuchinformationaboutyour
machine thetasksit wasdoingandary otherhardwareor processnformationreleventto thebug. If the
crashincludesan“OOPS:” messagefpllow the proceduren the sectioncalled Tracingfroma Kernel
OOPSto createa moreusefuldescriptionof your machineandthe stateof the kernelwhenthe problem
occurredIf possible createatestcasewhichwill reliablytrip the OOPScondition;arepeatablexample
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of aproblemis worth far morethanarny amountof diagnosticdata.
Kernel First-Aid Beforereportingary suspectetug, checkthe obviouscauses.

- If youareusingEGCS,anewer gccor ary otherunofficial developmentools, verify the bug usingthe
recommendetbolkit asdescribedn Chapters.

« A frequentcauseof troubleis a mismatchbetweerthekernelandthe supportingsoftwareitemizedin
Docunent at i on/ Changes; thescriptfile scri pt s/ ver _l i nux will generate partiallist of
versionnumbergo checkagainstherecommendetist.

« Checksymlink pathsfor / usr /i ncl ude/ | i nux andotherrelevantheaderfileslibrariesandbinaries
to ensureyou do not have versionmis-matchingor olderversionamaskingout newer versionson the
searctpath.If possibleyerify the bug onanothemachine.

Rep ortin ga Bu J Detailedreportingis very important;kerneldeveloperswvantto help,andin
mostcasesanhelpvery quickly, providing they aregivenenoughinformationto localizeandidentify
theproblemcode.Whenpreparinga bug report,includethefollowing information:

1. One-linedescriptionof the problem

2. A moredetaileddescriptionincludingary processeshichweregoingon atthetime, ary eventsor
oddhardwarewhich may have triggeredthe bug andthe sequencef eventswhich leadto the bug.

3. If youarepostingto themailing list, includekeywordsto helpidentify the releventmaintaineyfor
example,“modules,networking, NFS”

4. Thekernelversionreportedoy / pr oc/ ver si on or reportedwhenthekernelboots.

5. If thebug resultsin an OOPS includethe outputwith the symbolicinformationresohed (seethe
sectioncalledTracingfroma Kernel OOPS.

6. If you canrepeathe problemconditions,includea shellscriptor the sequencef stepsthatwill
evokethebug.

In additionto the bug synopsislist asummaryof your operatingervironment:

1. Softwareversionsasreportedby scri pt s/ ver _| i nux
2. Outputfrom/ pr oc/ cpui nf o
3. Active moduledistedfrom/ pr oc/ nodul es or Ismod

4. Currenthardwareanddriverinformationoutputfrom
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« /proc/ioports
e /proc/interrupts

« /proc/iomem

5. Whererelevent,includethe PClinformationfrom Ispci -vvv ( Ispcidrake on Mandrale machines),
SCSldetailsfrom/ proc/ scsi / scsi andary other/ pr oc reportswhich mayshedsomelight on
the stateof your machine.

6. Any othernotes patchesr workaroundslf you canincludethefix for this bug asa context-diff
againsthe currentkernelsourcesexpectavery warmwelcome.

The completedoug reportshouldbe sentto the currentmaintainerfor thereleventkernelcomponents
listedin the MAI NTAI NERS file; bugsspecificto any onemoduleshouldbe sentto thetechnicallead
listedin thatfile, or, wherethe bug seemsspecificto a particularsourcefile, reportscanbe sentto the
authorlistedin thefile headerAs alastresort,or for bugswhich appeato transcenanoduleboundaries,
reportscanbesentto the Linux-kernelmailing list (http://www.tux.omg/Ikml) at

<li nux- kernel @ger.rutgers. edu>.

Tracing from a Kernel
OOPS

Themaintrick is having5 years of
experiencewith thosepesky oops
messges

Linus
Onthoserareoccasionsvherethe kerneldoesfail, thedying gaspletsoutaregisterdump.Theaddresses
in thisdumpcanberesohedagainsthecurrent/ pr oc/ ksyns usingthe ksymoops program;because
this utility doesnotdependntheversionof thekernel,ksymoopsis nolongerbundledwith theLinux
sourcecodeandnow liveswith mary otherkerneldetuggingandreportinttoolsatthe OCSFTP site
(ftp://ftp.ocs.com.au/pub/ksyoops).Deendingon the causeandseverity of the OOPScondition,the
registerdumpmay have beenreadby k| ogd andrecordedoy sysl ogd in the/ var/ | og/ nessages
log. If kI ogd fails, the messagenay be availableusingdmesg or canbereaddirectly from thekernel
buffersusingcat /proc/kmsg; be awarethatthe latter methodis readinga continuouslygeneratedource
andmustbeinterruptedwith Ctrl-C.If thekernelOOPShappengluringthekernelbootor is otherwise
unavailableusingary of theabove methodsyou have threeoptions:

1. Configureyour systemfor a serialconsoleandcapturethe outputon asecondmnachine.
2. Transcribehe messageff the screerby hand.

3. Apply oneof thenon-standarcrashdump” patchesuchasknmsgdunp, | kcd or oops+snr amto
enablesasing kernelmessagew a floppy disk, vidleoRAM or the swap partition. (Seethe section
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calledAnalyzingCore Dumpsin Chapters

Giventheoutputfrom ksymoops, the next stepis to loadthe errantcodeinto the detuggerandto
comparehedisassemblebinarywith theregistervaluesgivenin the panicmessagéo gainsome
insightinto whatshouldbe happeningss whatis actuallyhappeningRunninggdb vmlinux (ie, on
theuncompressekiernelimage), the gdbdisassemble commandwill generate sourcdlisting of
the givenfunction;the givenoffsetinto thatfunctionwill pin-pointthefailing code.

In Docunent at i on/ ker nel - oops. t xt, Linus provides two tips for generating assembly code to
compare with the code generated with the gdb disassembly command:

1. make fs/buffer.s (or whatever the errant file is) will stop the compilation after generating the
GNU assembler. If the kernel bug report and the current kernel were created using the same
development environment, this will provide a reference for comparison with the disassembled
code.

2. The Code: values given in the panic message can be translated into assembler by creating a
short C sourcefile, compiling it with gcc -g and running it through the gdb disassemble. Linus
recommends an empty mai n() and a static char str[] set to the code values; he suggests
using cut and paste to place the code numbers into the C source and replacing the spaces in
the pasted string with \ x:

char str[] = "\xXX\ xXX\ xXX...";
mai n() {}

LinusNow, if somebody gets the idea that this is time-consuming and requires some small
amount of concentration, you're right. Which is why | will mostly just ignore any panic reports
that don’t have the symbol table info etc looked up: it simply gets too hard to look it up (I have
some programs to search for specific patterns in the kernel code segment, and sometimes |
have been able to look up those kinds of panics too, but that really requires pretty good
knowledge of the kernel just to be able to pick out the right sequences etc..) Sometimes it
happens that | just see the disassembled code sequence from the panic, and | know
immediately where it's coming from. That's when | get worried that I've been doing this for too
long ;-)






