
Chapter 6. Contributing to the Kernel
Project (20)
Participationin theLinux kernelis essential.I’ d like to sayit is required. Yourparticularuseof Linux
maybeintendedfor a commercialreleaseor youmaybelooking to modify portionsfor aspecific
applicationwithin yourown inhousebusinessor researchprojects,andthebeautyof theGPLmeansany
changesyoumaymaketo thekernelprojectareyourown business.Still, if youarelikemostpeoplewho
becomeinvolvedin Linux, astime goeson,you will wantto sharewhatyou’vedoneto helpadvancethe
project.Suchparticipationis thelifebloodof Linux. Participationcantakemany forms.Youmaystartby
joining mailing lists,discussiongroupsonUSENETor on IRC to makecontactwith otherdevelopers
working in yourarea.Lateryoumaytakeanactive role,contributingyourown resultswith kernel
patchesor eventakingownershipof akernelsubsystem.In all theseinstances,thekernelcommunityhas
evolvedsomegroundrulesfor participation.Thissectionis a brief HOWTO guideto Linux participation.

Participating in Linux Development Participationstartswith
choosingLinux andthenchoosingto becomeinvolved.Becominginvolvedmeanslearningthe
technologyandbecominginvolvedin a community. If you havecomethis far, youalreadyknow about
Linux DocumentationProjectandthekernellinux/Documentation directory;thesecollectionsarea
goldmineof technicaldetails.They arealsoa goodreferenceof who’swho in thekernelcommunity.

Points of Contact Most kerneldevelopersareveryapproachable.Theofficial list of
developersandthesubsystemsundertheirwing is listedin theMAINTAINERS file in theroot directoryof
thekernelsourcetree.Do keepin mind therearemillions of Linux users,but only a few dozen
maintainers;thesepeoplearetheprojectmanagersandnot technicalsupportcontactsfor end-user
problemsor novicequestions.For questionsaboutthekernelsources,try to exhaustall otheroptions
beforeyouaskdirectly. It mayseemmoreexpedientto senda fastemailratherthansift twentyor thirty
webpages,but considerwhatit is like to beon theotherendof anemailaddresswhich hasbeenposted
publicallyasanexpertbeforeanaudienceof millions. Linux hasbeenaroundfor many years,andeach
new revision is testedandprobedby thousandsof people.Chancesarevery goodyourquestionhasbeen
askedbefore.Yourfirst stopshouldalwaysbethekernelFAQ (http://www.tux.org), thenthemailing list
archivessearchpageor Deja.com(http://www.deja.com),andonly thenshouldyouapproachthelist or
thecontributorsdirectly.Insteadof directlyapproachingthetoppeople,join theLinux Kernelmailing list
at Tux.org (http://www.tux.org)andbrowsethearchivesto seewho on thelist is involvedin your
particularareaof interest.ZachBrown’sKernelNotes(http://www.kernelnotes.org)publishesweekly
summariespostingsanda quickscanof his archivescanusuallyidentify someonewho mayansweryour
questions.
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Mailing List Ettiquette Theusualrulesof nettiquetteapplyto thekerneldevelopment
group;I don’t needto tell you this.Thereare,however, otherguidelinesto keepin mind in your
communications:

• Kernelprogrammersarebusyon their own projects;they arenot paidtechnicalsupportpeoplefor
Linux. Most arepaidby their employer to getrealwork doneon their company’sagenda,not yours.

• If you absolutelyneedsomefeatureaddedfor yourown use,bepreparedto addit yourself.If you
haveagreatideawith wideappeal,thedevelopersmayagreeandchangetheir focusto accommodate
you,but they areunderno obligationto do so.If you needthefeaturefor a deliverable,bepreparedto
roll up yoursleevesandcontribute,or to arrangeto hire someoneon yourown initiative.Kernel
programmersarenot hardto find (a pleasantsideeffectof anopensourceproject)but, asa general
rule, thekerneldevelopersthemselvesarenot availablefor hire.

• Thelinux-kernel mailing list is averybusymailing list. Thereis alreadyhasfar too muchnoise
andits members,largelydueto theabovepoints,arenot very tolerantof peopleaddingmore.Valid
commentsandideasaremorethanwelcome,but avoid “me too” repliesor postingsthatstrayfrom the
charterof thegroup.

All thesepointsof ettiquetteaside,thekernelprojectvaluesyour input;a "kerneloops"report,evenif
thecauseeludesyou, is essentialto ensuringthequalityof Linux.

Joining the Inner Circle All official patcheseventuallyfind theirway to Linus
Torvaldsbeforebeingfoldedinto themastersources.Within eachsubsystem,developerswill work on
their own privatesourcetreeandcollaboratewith their coregroupandwith thepublic to producewhat
they believe to bethebestpossibletechnicalsolution,but all theirpatchesmustgo throughtheTorvalds
gateway. As Linux advances,thework doneenablesparticipationby morepeople,andthesein their turn
enableevenmoreadvancesandmoreparticipants.Thereis noabsolutelimit to thegrowth of Linux. To
maintainsanity, a teamstructurehasevolvedover time to accommodatetheflux of developersin andout
of theproject,andtheever increasingnumbersof patchesvying for inclusionin thekernelsources.
While Torvaldsstill holdsthekeys to thesourcearchive,therearenow threeor four trustedcontributors
who cansubmitpatcheswhicharealmostautomaticallyaccepted.For example,promisingcandidate
patchesareoftenincorporatedinto theAlan Coxpre-release-ac patchesbeforebecomingpartof the
canonicalsource.Beyondthis coregroup,themaintainersarethenext level of access,andbeyondthem
thesubsystemdevelopers.Thishierarchyletscontributorswork closelywith themaintainerof a
component,andthemaintainersthenwork with Torvaldsor oneof his closeassistants.As a result,Linux
is ableto beattheFrederickBrooksprognosisandmanageamassivepool of developers.While entering
thevery topeschelonrequiresspecialtalent,virtually anyonewith theright mix of peopleskills,
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telework skills andprogrammingsavvy canbecomethemaintainerfor a kernelcomponent.

Becoming a Maintainer Torvaldsmakesa distinctionbetweentheauthorof acomponent
andits maintainer. Anyonemaycontributea pieceof code,but maintainerstatusrequiresacommitment
to supportingthecomponent,andawillingnessto playingby teamrules.Supportinga component
involvesfielding questions,patchesandpublic input,andalsoinvolvesfollowing reasonableprocedure
in thequalityassuranceandupdatesof thesoftware.Projectrulesrequiretimely updatesbesubmittedto
LinusTorvaldsvia email;Torvaldsnever goesto a websiteor FTParchive to fetchpatches.Thekernelis
alsogroundedin thephilosophyof “releaseearly, releaseoften”: All componentsmustbesubmitted
incrementallyto allow for openpeerreview. Evenwherea componentmayhave its own websitefor core
developersto discussanddevelopthecode,updatesshouldneverbeheldbackandreleasedin large
chunks.Frequentinterimreleasesalsoensuresthecomponentdevelopmentdoesnot move in directions
counterto thekerneldesigngoals.Amongthosedesigngoalsarecodere-useandgeneralization.In the
past,severalcomponentsdevelopedoutsideof thekernelsourcetreerequiredfundamentalchangeswhen
broughtinto thecoresources;while any projectis freeto remainindependentof thekernelsources,to be
includedinto thekernelsources,developersmustbepreparedto work with thekernelprojecton a
personallevel asmuchasat adesignor anAPI level.

Programming Style Programmingstyleis oftendiscussedin themailing list,
typically with no realresolution.Somepostingsrecommendemulatingthestyleusedin themodule
whereyouareworking,but suchadvicereally only ascerbatesthesituation.In Linux 1.2,LinusTorvalds
gavehis first call for commoncodingstyle,andhis advicehasbeencollectedandexpandedinto
linux/Documentation/CodingStyle. Thisdocumentwhich begins:“First off, I’ d suggestprinting
out a copy of theGNU codingstandards,andNOT readit. Burn them,it’sa greatsymbolicgesture.”

Coding Style Guide Thebasicadviceis to follow thetraditionalK&R rulessetforth at the
dawn of C; formattingprogramssuchasGNU indent canbeused,but needcommandlinemodifiersto
conformto thekernelconventions.Putbriefly, theseconventionsare

• 8 charactertabs

• Placeopeningbracesat theendof theline, noton a line by themselves

• An exceptionto theaboverule is to placeopeningbraceson a new line only whenthebracebeginsa
functionblock.

• Closingbracesareon a line by themselvesunlessthey arefollowedby acontinuingclausesuchas
with anelseor with thewhile in ado-whileblock.
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• Variablenamesshouldbedescriptivewhile not becomingverbose;someC compilersareonly
sensitive to thefirst 32 charactersof anidentifier, andlong variablenamesonly rarelyadduseful
information.

• Mixed-casevariablenamesarefrownedupon.Multi-wordvariablenamesshouldbeseperatedby
underscores.

• Globalvariablesmustbeusedsparinglyandshouldhaveveryclearlyuniqueanddescriptivenames.

• Local variablesshouldbeshort,lowercasetokens.Loopcountershavebeencalled"i" sinceFortran
daysandno oneevergothurt . . . providing your functionsdo not grow out of control.

• Functionsshouldbeshortandsingle-purpose;thesourceshouldfit into oneor two screensof text. The
bestassuranceof codecorrectnessis having codestructureswhich canbeinstantlycomprehended.If
your functionrequiresmorethan10 local variables,youmaywantto reconsideryourdesign.GNU C
canalwaysinline your functionsif youneedto save theoverheadof a functioncall.

• Commentsaregood.Everyonelikescomments,but only if thosecommentsexplainwhatthecode
shouldbedoingandwhy; codewhich rendersthealgorithmin naturallanguageis only rarelyuseful.
Usesmallcommentsto warnfuturedevelopers,but otherwiseavoid placingcommentsinsidethe
functionbody;commentsshouldbeplacedin ablock abovethefunctiondeclaration.

Comment Blocks New to the2.4kernel,Tim WaughandAlan Coxarepromoting
GNOME-likecommentblock conventions;Tim hasalsoprovideda scriptutility, kernel-doc to format
thesecommentsinto DocBook,HTML, manpagesandtext; all kernelcontributorsareencouragedto
annotatetheir codewith theseblockssonew developerscangenerateaccurateAPI anddesigndocsin
muchthesameway thatPerlandJavaprogrammersuseperldoc andjavadoc.Commentblocksfollow
thea simpletemplate:

/**
* function_prototype() (- short description) <10122>
* @parameter_x: (description of parameter x) <10123>
* <10124>
* Description: (Description of function)
* section header: (section description) <10125>
**/

<10122>Theseelementsareoptional

<10124>Functionprototypeandparameterdescriptionsareseparatedfroom thedescriptionandsection
headerwith a blankline.

<10123><10125>Theseelementsaremayberepeated
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Theheadertemplatewill befamiliar to Java andGNOMEprogrammers.Kernel-Docwill alsoreplace
specialmarkupfor environmentvariables,structurenamesandcontantsaccordingto thefollowing
patterns:

funcname() function

$ENVVAR environmentalvariable

&struct_name nameof astructure(caninclude“struct”)

@parameter nameof aparameter

%CONST nameof aconstant.

Detailson theuseof thekernel-doc scriptcanbefoundin thesectioncalledUsingkernel-docin Chapter
5.

Using GNU Emacs If youareusingGNU Emacsor oneof its variants,youcanmodify your
c-modesupportto follow thekernelguidelines,eitherglobally for all yourC languagecodingor to limit
this styleto just thekernelsources.To enablethiswithin thescopeof kernelfiles,you canaddthe
following codeto your.emacs file:

(defun linux-c-mode ()
"C mode with adjusted defaults for use with the Linux kernel."
(interactive)
(c-mode)
(c-set-style "K&amp;R")
(setq c-basic-offset 8))

(setq auto-mode-alist
(append ’(("/usr/src/linux.*/.*\\.[ch]$" . linux-c-mode))

auto-mode-alist))

Using GNU indent If you areusingsomeothereditoror if yougettangledaboutusing
Emacs,youcanrecover theproperformattingof yourC languagefileswith the indent command.In its
basicmode,indent will backupyoursourcefilesandproducenew copies;indent canalsobeusedto
transformsourcefilesbetweendifferentcodingstylesor to reformatyourcommentblocks(seeman
indent). For our purposes,thecommandto reformatafile into Linux kernelstyleis

indent -kr -i8
�
sourcefile �
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Asserts and Exceptions As a generalrule,avoid assert() statements;wherethey
work, they arebloat,andwherethey don’t they aretrouble.Besides,Linusdoesnot like them.

Other Programming Guidelines Yourverybestsourceon C language
programmingstylefor working with any highly-portableandlarge-team-effort projectis to appealto
"K&R", theclassic"Programmingin C" by KernighanandRichie,andafinal wordon Linux
programmingguidelinesbelongsto legendaryopensourceprogrammer, HenrySpencerandhis oft-cited
TenCommandmentsof C Programming(http://www.ee.ryerson.ca:8080/~elf/hack/The10.html).

Preparing a Patch
Thepatch shouldbeco-measuratewith
thehole.

ThomasJefferson
Whatdo youdo with yourbrilliant kernelhack?As notedabove(thesectioncalledJoining theInner
Circle), final sayonwhatis andis not includedinto theLinux kernelrestswith LinusTorvalds,although
asthesize,complexity andpopularityof Linux grows,Linus is shifting someof thatburdento able
contributors.Althoughthemoresubordinaterolesdochange,everymodulehasa maintainerlistedin the
linux/MAINTAINERS file, andany patchesintendedfor generaldistributionshouldgo to therelevent
peopleon thatlist.Theeasewith which themaintainerscanapplyyourpatchis directly relatedto the
speedandlikelihoodof thepatchbeingincluded.Patchesshouldalwaysbesubmittedasa context diff ,
theoutputfrom thediff -c command.A convenientway to generatethesepatchesis to keepyour local
Linux sourcesin a versioningrepositorysuchasCVS andto generatethepatchwith thecvs diff
command.

Bug Reporting BugreportsarecrucialLinux developers,but only whenthereports
includereleventinformation.Linux runsonmany platformsandmany configurations;simply sayingthat
“SMP crashes”is aboutasusefulasincludingtheweatherreport.Context is everything,anddevelopers
bestow specialblessingson thosewho cansupplya short,repeatableexample.Don’t let medisuadeyou
from submittingbug reportson nebulousor sporadicproblems.For many pastbugs,themostobtuse
observationhasbeencritically useful.Still, wherepossible,provideasmuchinformationaboutyour
machine,thetasksit wasdoingandany otherhardwareor processinformationreleventto thebug.If the
crashincludesan“OOPS:” message,follow theprocedurein thesectioncalledTracingfroma Kernel
OOPSto createa moreusefuldescriptionof yourmachineandthestateof thekernelwhentheproblem
occurred.If possible,createa testcasewhichwill reliably trip theOOPScondition;a repeatableexample
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of a problemis worth farmorethanany amountof diagnosticdata.

Kernel First-Aid Beforereportingany suspectedbug,checktheobviouscauses.

• If youareusingEGCS,anewergccor any otherunofficial developmenttools,verify thebugusingthe
recommendedtoolkit asdescribedin Chapter5.

• A frequentcauseof troubleis amismatchbetweenthekernelandthesupportingsoftwareitemizedin
Documentation/Changes; thescriptfile scripts/ver_linux will generateapartial list of
versionnumbersto checkagainsttherecommendedlist.

• Checksymlinkpathsfor /usr/include/linux andotherrelevantheaderfiles,librariesandbinaries
to ensureyoudo not haveversionmis-matchingor olderversionsmaskingout newerversionson the
searchpath.If possible,verify thebug on anothermachine.

Reporting a Bug Detailedreportingis very important;kerneldeveloperswantto help,andin
mostcasescanhelpveryquickly, providing they aregivenenoughinformationto localizeandidentify
theproblemcode.Whenpreparinga bugreport,includethefollowing information:

1. One-linedescriptionof theproblem

2. A moredetaileddescriptionincludingany processeswhichweregoingon at thetime,any eventsor
oddhardwarewhichmayhave triggeredthebug andthesequenceof eventswhich leadto thebug.

3. If youarepostingto themailing list, includekeywordsto helpidentify thereleventmaintainer, for
example,“modules,networking,NFS”

4. Thekernelversionreportedby /proc/version or reportedwhenthekernelboots.

5. If thebug resultsin anOOPS,includetheoutputwith thesymbolicinformationresolved(seethe
sectioncalledTracingfroma KernelOOPS).

6. If youcanrepeattheproblemconditions,includea shellscriptor thesequenceof stepsthatwill
evokethebug.

In additionto thebugsynopsis,list a summaryof youroperatingenvironment:

1. Softwareversionsasreportedby scripts/ver_linux

2. Outputfrom /proc/cpuinfo

3. Activemoduleslistedfrom /proc/modules or lsmod

4. Currenthardwareanddriver informationoutputfrom
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• /proc/ioports

• /proc/interrupts

• /proc/iomem

5. Whererelevent,includethePCI informationfrom lspci -vvv ( lspcidrake on Mandrakemachines),
SCSIdetailsfrom /proc/scsi/scsi andany other/proc reportswhich mayshedsomelight on
thestateof yourmachine.

6. Any othernotes,patchesor workarounds.If youcanincludethefix for this bugasa context-diff
againstthecurrentkernelsources,expecta verywarmwelcome.

Thecompletedbugreportshouldbesentto thecurrentmaintainerfor thereleventkernelcomponentas
listedin theMAINTAINERS file; bugsspecificto any onemoduleshouldbesentto thetechnicallead
listedin thatfile, or, wherethebug seemsspecificto a particularsourcefile, reportscanbesentto the
authorlistedin thefile header. As a lastresort,or for bugswhichappearto transcendmoduleboundaries,
reportscanbesentto theLinux-kernelmailing list (http://www.tux.org/lkml) at
<linux-kernel@vger.rutgers.edu>.

Tracing from a Kernel
OOPS
Themaintrick is having5 yearsof
experiencewith thosepesky oops
messages

Linus
Onthoserareoccasionswherethekerneldoesfail, thedyinggaspletsoutaregisterdump.Theaddresses
in thisdumpcanberesolvedagainstthecurrent/proc/ksyms usingtheksymoops program;because
this utility doesnot dependon theversionof thekernel,ksymoops is no longerbundledwith theLinux
sourcecodeandnow liveswith many otherkerneldebuggingandreportinttoolsat theOCSFTPsite
(ftp://ftp.ocs.com.au/pub/ksymoops).Dependingon thecauseandseverity of theOOPScondition,the
registerdumpmayhavebeenreadby klogd andrecordedby syslogd in the/var/log/messages
log. If klogd fails, themessagemaybeavailableusingdmesg or canbereaddirectly from thekernel
buffersusingcat /proc/kmsg; beawarethatthelattermethodis readinga continuouslygeneratedsource
andmustbeinterruptedwith Ctrl-C.If thekernelOOPShappensduringthekernelbootor is otherwise
unavailableusingany of theabovemethods,youhavethreeoptions:

1. Configureyoursystemfor a serialconsoleandcapturetheoutputon asecondmachine.

2. Transcribethemessageoff thescreenby hand.

3. Apply oneof thenon-standard“crashdump” patchessuchaskmsgdump, lkcd or oops+smram to
enablesaving kernelmessagesto a floppy disk,videoRAM or theswappartition.(Seethesection
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calledAnalyzingCoreDumpsin Chapter5

Giventheoutputfrom ksymoops, thenext stepis to loadtheerrantcodeinto thedebuggerandto
comparethedisassembledbinarywith theregistervaluesgivenin thepanicmessageto gainsome
insightinto whatshouldbehappeningvs whatis actuallyhappening.Runninggdb vmlinux (ie, on
theuncompressedkernelimage),thegdbdisassemble commandwill generateasourcelisting of
thegivenfunction;thegivenoffsetinto thatfunctionwill pin-pointthefailing code.

In Documentation/kernel-oops.txt, Linus provides two tips for generating assembly code to
compare with the code generated with the gdb disassembly command:

1. make fs/buffer.s (or whatever the errant file is) will stop the compilation after generating the
GNU assembler. If the kernel bug report and the current kernel were created using the same
development environment, this will provide a reference for comparison with the disassembled
code.

2. The Code: values given in the panic message can be translated into assembler by creating a
short C sourcefile, compiling it with gcc -g and running it through the gdb disassemble. Linus
recommends an empty main() and a static char str[] set to the code values; he suggests
using cut and paste to place the code numbers into the C source and replacing the spaces in
the pasted string with \x:

char str[] = "\xXX\xXX\xXX...";
main(){}

LinusNow, if somebody gets the idea that this is time-consuming and requires some small
amount of concentration, you’re right. Which is why I will mostly just ignore any panic reports
that don’t have the symbol table info etc looked up: it simply gets too hard to look it up (I have
some programs to search for specific patterns in the kernel code segment, and sometimes I
have been able to look up those kinds of panics too, but that really requires pretty good
knowledge of the kernel just to be able to pick out the right sequences etc..) Sometimes it
happens that I just see the disassembled code sequence from the panic, and I know
immediately where it’s coming from. That’s when I get worried that I’ve been doing this for too
long ;-)
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