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Chapter 1. Introduction

Welcome to Rusty’s RemarkablyUnreliableGuideto KernelLockingissuesThis documentescribes
thelocking systemsn the Linux Kernelaswe approact?.4.

It lookslike SMP is hereto stay;soeveryonehackingon thekernelthesedaysneedso know the
fundamental®f concurreng andlocking for SMP.

The Problem With Concurrency

(Skip thisif youknow whata RaceConditionis).

In anormalprogram,you canincrementa counterik e so:

very_inmportant _count ++;

Thisis whatthey would expectto happen:

Table 1-1. Expected Results

Instance 1 Instance 2

readvery_important_count)

add1 (6)

write very_important_cour(6)

readvery_important_cout(6)

add1 (7)

write very_important_cou(7)

Thisis whatmight happen:

Table 1-2. Possible Results

Instance 1 Instance 2

readvery_important_count)

readvery_important_cou(5)

add1 (6)

add1 (5)
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Instance 1

Instance 2

write very_important_cout(6)

write very_important_cout(6)

This overlap,wherewhatactuallyhappenslepend®ntherelative timing of multiple tasks,is calleda
racecondition.The pieceof codecontainingthe concurreng issueis calleda critical region. And
especiallysinceLinux startingrunningon SMP machinesthey becameoneof the majorissuesn kernel

designandimplementation.

Thesolutionis to recognizevhenthesesimultaneousccessesccur, anduselocksto make surethat
only oneinstancecanenterthecritical region atary time. Therearemary friendly primitivesin the
Linux kernelto helpyou do this. And thentherearetheunfriendly primitives,but I' ll pretendthey don't

exist.




Chapter 2. Two Main Types of Kernel
Locks: Spinlocks and Semaphores

Therearetwo maintypesof kernellocks. Thefundamentatypeis the spinlock
(i ncl ude/ asn spi nl ock. h), whichis avery simplesingle-holdetock: if you cant getthespinlock,
you keeptrying (spinning)until you can.Spinlocksarevery smallandfast,andcanbeusedanywhere.

Thesecondypeis asemaphoréi ncl ude/ asm semaphor e. h): it canhave morethanoneholderat
ary time (the numberdecidedatinitialization time), althoughit is mostcommonlyusedasa
single-holdettock (amutex). If you cant geta semaphoreyour taskwill putitself onthequeueandbe
wokenupwhenthe semaphorés releasedThis meanghe CPUwill do somethingelsewhile you are
waiting, but therearemary casesvhenyou simply can't sleep,andsohave to usea spinlockinstead.

Locks and Uniprocessor Kernels

For kernelscompiledwithout CONFIG_SMP spinlocksdo not exist atall. Thisis anexcellentdesign
decision:.whenno-oneelsecanrun atthe sametime, thereis no reasorto have alock atall.

You shouldalwaystestyour locking codewith CONFIG_SMPenabledgvenif youdon't have an SMP
testbox, becausét will still catchsome(simple)kindsof deadlock.

Semaphorestill exist, becausehey arerequiredfor synchronizatiorbetweeruser contexts, aswe will
seebelow.

Read/Write Lock Variants

Both spinlocksandsemaphorebave read/writevariants:irwlock tandstructrw_semaphorelhese
divide usersinto two classesthereadersaandthewriters.If you areonly readingthe data,you cangeta
readlock, but to write to thedatayou needthewrite lock. Many peoplecanhold areadlock, but a writer
mustbe soleholder

This meansmuchsmoothettocking if your codedividesup neatlyalongreader/writetines.All the
discussiondelon alsoapplyto read/writevariants.

Locking Only In User Context

If you have a datastructurewhichis only ever accesseétom usercontext, thenyou canusea simple
semaphorél i nux/ asnm semaphor e. h) to protectit. Thisis themosttrivial caseyou initialize the
semaphoré¢o the numberof resourcesvailable(usually1), andcall down_i nt er rupti bl e() tograb
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thesemaphoreandup() toreleasat. Thereis alsoadown() , which shouldbe avoided,becausét will
notreturnif asignalis receved.

Examplel i nux/ net/core/netfilter.c allowsregistrationof new set sockopt () and

get sockopt () calls,with nf _r egi st er _sockopt () . Registrationandde-reagistrationareonly done
on moduleloadandunload(andboottime, wherethereis no concurreng), andthelist of registrationss
only consultedor anunknonvn set sockopt () orget sockopt () systemcall. The

nf _sockopt _mut ex is perfectto protectthis, especiallysincethe setsockpt andgetsoclopt callsmay
well sleep.

Locking Between User Context and BHs

If abottom half sharegdatawith usercontext, you have two problemsFirstly, the currentusercontext
canbeinterruptedby a bottomhalf, andsecondlythe critical region could be enteredrom anotherCPU.
Thisis wherespi n_| ock_bh() (i ncl ude/ |i nux/ spi nl ock. h)is used.lt disablesbottomhalveson
thatCPU, thengrabsthelock. spi n_unl ock_bh() doesthereverse.

Thisworksperfectlyfor UP aswell: the spinlock vanishesandthis macrosimply becomes
| ocal _bh_di sabl e() (i ncl ude/ asm sof tirqg. h), which protectsyou from the bottomhalf being
run.

Locking Between User Context and Tasklets/Soft
IRQs

Thisis exactlythe sameasabove,becausé ocal _bh_di sabl e() actuallydisablesall softirqgsand
tasklets onthat CPUaswell. It shouldreally be called‘local_softirq_disable()’'but the namehasbeen
preseredfor historicalreasonsSimilarly, spi n_I ock_bh() would how becalledspin_lock_softirq()
in aperfectworld.

Locking Between Bottom Halves

Sometimes bottomhalf mightwantto sharedatawith anotheottomhalf (especiallyremembethat
timersarerun off abottomhalf).

The Same BH

Sinceabottomhalf is never runontwo CPUsat once,you don't needto worry aboutyour bottomhalf
beingruntwice atonce,evenon SMP
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Different BHs

Sinceonly onebottomhalf ever runsat atime once,you don't needto worry aboutraceconditionswith
otherbottomhalves.Bewarethatthingsmight changeunderyou, hawever, if someonehangesour
bottomhalf to atasklet.If youwantto make your codefuture-proof,pretendyou’re alreadyrunningfrom
atasklet(seebelaw), anddoingthe extralocking. Of coursejf it's five yearsbeforethathappensyou're
gonnalook like adamnfool.

Locking Between Tasklets

Sometimes taskletmight wantto sharedatawith anothettasklet,or a bottomhalf.

The Same Tasklet

Sinceataskletis neverrunontwo CPUsatonce,you don't needto worry aboutyour taskletbeing
reentran{runningtwice atonce),evenon SMP.

Different Tasklets

If anothertasklet(or bottomhalf, suchasatimer) wantsto sharedatawith your tasklet,youwill both
needto usespi n_I ock() andspi n_unl ock() calls.spi n_| ock_bh() isunnecessarkere,asyou
arealreadyin aatasklet,andnonewill berun onthe sameCPU.

Locking Between Softirgs

Oftena softirg might wantto sharedatawith itself, atasklet,or a bottomhalf.

The Same Softirq

The samesoftirg canrun on the otherCPUs:you canusea perCPUarray(seethe sectioncalled
Per-CPU Data in Chapterd) for betterperformancelf you're goingsofar asto usea softirq, you
probablycareaboutscalableperformancesnoughto justify the extra complexity.

You'll needto usespi n_| ock() andspi n_unl ock() for shareddata.
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Different Softirgs

You'll needto usespi n_I ock() andspi n_unl ock() for shareddata,whetherit beatimer (whichcan
berunningon a differentCPU), bottomhalf, taskletor the sameor anothersoftirg.

10



Chapter 3. Hard IRQ Context

Hardwareinterruptsusuallycommunicatavith a bottomhalf, taskletor softirq. Frequentlythis involved
puttingwork in aqueuewhich the BH/softirqwill take out.

Locking Between Hard IRQ and
Softirgs/Tasklets/BHs

If ahardwareirq handlershareslatawith a softirg, you have two concernsFirstly, the softirqg processing
canbeinterruptedby a hardwareinterrupt,andsecondlythe critical region couldbe enteredby a
hardwareinterrupton anotherCPU. This is wherespi n_I ock_i rq() is used.t is definedto disable
interruptson thatcpu,thengrabthelock. spi n_unl ock_i rq() doesthereverse.

This works perfectlyfor UP aswell: the spinlock vanishesandthis macrosimply becomes
| ocal _i rq_di sabl e() (i ncl ude/ asm snp. h), which protectsyou from the softirg/tasklet/BHoeing
run.

spi n_l ock_irgsave() (i ncl ude/li nux/ spi nl ock. h) is avariantwhich saszeswhetherinterrupts
wereon or off in aflagsword, whichis passedo spi n_I ock_i r gr est or e() . This meanghatthe
samecodecanbe usedinsideanhardirq handler(whereinterruptsarealreadyoff) andin softirqs(where
theirq disablingis required).

11



Chapter 4. Common Techniques

This sectionlists somecommondilemmasandthe standardolutionsusedin the Linux kernelcode.If
you usethese peoplewill find your codesimplerto understand.

If I couldgive you onepieceof advice:never sleepwith anyonecrazierthanyourself.But if | hadto give
you adviceon locking: keep it smple.

Lock data,not code.

Bereluctantto introducenew locks.

Strangelyenoughthisis the exactreverseof my advicewhenyou have sleptwith someonerazierthan
yourself.

No Writers in Interrupt Context

Thereis afairly commoncasewhereaninterrupthandlemeedsaccesgo a critical region, but doesnot
needwrite accessln this caseyoudo notneedto user ead_| ock_i rq() , butonlyread_I ock()
everywhere(sinceif aninterruptoccurstheirg handlerwill only try to grabareadlock, whichwon't
deadlock).Youwill still needtousewrite_l ock_irq().

Similar logic appliesto locking betweersoftirgs/tasklets/BH#hich never needa write lock, anduser
context: read_| ock() andwite_| ock_bh().

Deadlock: Simple and Advanced

Thereis acodingbug wherea pieceof codetriesto graba spinlocktwice: it will spinforever, waiting for
thelock to bereleasedspinlocksandwritelocksarenotre-entranin Linux). Thisis trivial to diagnose:
nota stay-up-fire-nights-talk-to-fléify -code-bunnieskind of problem.

For a slightly morecomplex casejmagineyou have aregion sharedby a bottomhalf andusercontext. If
youuseaspi n_I ock() callto protectit, it is possiblethatthe usercontext will beinterruptedby the
bottomhalf while it holdsthelock, andthe bottomhalf will thenspinforevertrying to getthe samelock.

Both of thesearecalleddeadlockandasshovn above, it canoccurevenwith asingle CPU (although
noton UP compiles sincespinlocksvanishon kernelcompileswith CONFIG_SMP=nYou'll still get
datacorruptionin the secondexample).

This completelockupis easyto diagnoseon SMP boxesthewatchdogiimer or compilingwith
DEBUG_SPINLOCKSset(i ncl ude/ I'i nux/ spi nl ock. h) will show thisupimmediatelywhenit
happens.

12
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A morecomplex problemis the so-calleddeadlyembrace’jnvolving two or morelocks. Sayyou have a
hashtable:eachentryin thetableis a spinlock,andachainof hashedbjects.Insidea softirq handler
you sometimesvantto alteran objectfrom oneplacein the hashto anotheryou grabthe spinlockof the
old hashchainandthe spinlockof the new hashchain,anddeletethe objectfrom the old one,andinsert
it in thenew one.

Therearetwo problemshere.First, if your codeevertriesto move the objectto the samechain,it will
deadlockwith itself asit triesto lock it twice. Secondlyif the samesoftirq on anotherCPUis trying to
move anotherbjectin thereversedirection,thefollowing could happen:

Table 4-1. Consequences

CPU1 CPU 2
Grablock A -> OK Grablock B -> OK
Grablock B -> spin Grablock A -> spin

Thetwo CPUswill spinforever, waiting for the otherto give uptheirlock. It will look, smell,andfeel
likeacrash.

Preventing Deadlock

Textbookswill tell youthatif you alwayslock in the sameorder, youwill never getthis kind of
deadlockPracticewill tell youthatthis approactdoesnt scale:.whenl createanew lock, | don't
understanaénoughof the kernelto figure outwherein the 5000lock hierarchyit will fit.

Thebestlocksareencapsulatedhey never getexposedn headersandarenever heldaroundcallsto
non-trivial functionsoutsidethe samefile. You canreadthroughthis codeandseethatit will never
deadlockpecausét nevertriesto grabanothedock while it hasthatone.Peopleusingyour codedon’t
evenneedto know you areusingalock.

A classicproblemhereis whenyou provide callbacksor hooks:if you call thesewith thelock held,you
risk simpledeadlock pr a deadlyembracgwho knows whatthe callbackwill do?).Remembertheother
programmersreoutto getyou,sodon’t dothis.

Overzealous Prevention Of Deadlocks

Deadlocksareproblematicput notasbadasdatacorruption.Codewhich grabsareadlock, searchea
list, failsto find whatit wants,dropsthereadlock, grabsa write lock andinsertsthe objecthasarace
condition.

If youdon't seewhy, pleasestaythefuck away from my code.

13
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Per-CPU Data

A greattechniqueor avoiding locking which is usedfairly widely is to duplicateinformationfor each
CPU.For example,if youwantedto keepa countof acommoncondition,you coulduseaspinlock and
asinglecounter Nice andsimple.

If thatwastoo slow [it’ s probablynot], you couldinsteadusea counterfor eachCPU[don’t], thennone
of themneedan exclusive lock [you’re wastingyour time here].To make surethe CPUsdon’t have to
synchronizecachesll thetime, align the countergo cacheboundariedy appending

‘ _cacheline_alignedbo thedeclaration(i ncl ude/ I i nux/ cache. h).[Can't youthink of anything
betterto do?]

They will needareadlock to accessheir own countershowever. Thatway you canuseawrite lock to
grantexclusive accesdgo all of thematonce,to tally themup.

Big Reader Locks

A classicexampleof perCPU informationis Ingo’s ‘big reader’locks(l i nux/ i ncl ude/ brl ock. h).
Theseusethe PerCPU Datatechniqueslescribedabove to createalock whichis very fastto getaread
lock, but agonizinglyslow for awrite lock.

Fortunatelytherearealimited numberof thesdocksavailable:you have to go througha strictinterview
procesgo getone.

Avoiding Locks: Read And Write Ordering

Sometimest is possibleto avoid locking. Considetthe following casefrom the 2.2 firewall code,which
insertedanelementinto asinglelinkedlist in usercontext:

new >next = i->next;
i ->next = new,

Heretheauthor(Alan Cox, who knowswhathe’s doing) assumeshatthe pointerassignmentare
atomic.Thisis important,becausaetworking packetswould traversethis list on bottomhalveswithout
alock. Dependingon their exacttiming, they would eitherseethe new elementn thelist with avalid
next pointer orit would notbein thelist yet.

Of coursethewritesmust bein this order, otherwisethe new elementappearsn thelist with aninvalid
next pointer andary otherCPUiteratingatthewrongtime will jump throughit into garbageBecause
modernCPUsreorder Alan’s codeactuallyreadasfollows:

14
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new >next = i->next;
wib() ;
i ->next = new,

Thewnb() is awrite memorybarrier(i ncl ude/ asm syst em h): neitherthecompilernorthe CPU
will allow any writesto memoryafterthewnb() to bevisible to otherhardwarebeforeary of thewrites
beforethewnb() .

As i386 doesnot do write reordering this bug would never shav up on thatplatform.On otherSMP
platforms,however, it will.

Thereis alsor mb() for readordering:to ensureary previousvariablereadsoccurbeforefollowing
readsThesimplenb() macrocombinesothr mb() andwrb() .

Droppingor gaininga spinlock,andary atomicoperationareall definedto actasmemorybarriers(ie. as
perthenmb() macro).

Thereis asimilar, but unrelatedproblemwith codelik e thefollowing:

if (!(ctrack->status & I PS_CONFI RVED)) {
spi n_l ock_bh( & p_conntrack_| ock);
if (!(ctrack->status & I PS_CONFI RVED)) {
clean_fromlists(h->ctrack);
h- >ctrack- >status | = | PS_CONFI RVED;
}

spi n_unl ock_bh( & p_conntrack_I| ock);

In this casetheauthorhastried to betricky: knowing thatthe CONFIRMED bit is setandnever resetin
the statusword, you cantestit outsidethelock, andfrequentlyavoid grabbingthelock atall. However,
thecompilercould cachethevaluein aregister ratherthanrereadingt oncethelock is obtained,
creatinga subtlerace. Theway to getaroundthis is to declarethe statusfield ‘volatile’, or usea
temporaryvolatile pointerto achiese the sameeffectin this oneplace.

Avoiding Locks: Atomic Operations

Thereareanumberof atomicoperationgefinedin i ncl ude/ asni at oni c. h: theseareguaranteedo
be seenatomicallyfrom all CPUsin the systemthusavoiding raceslf your shareddataconsistof a
singlecounter say theseoperationsnight be simplerthanusingspinlocks(althoughfor anything
non-trivial usingspinlocksis clearer).

Notethattheatomicoperationsaredefinedto actasbothreadandwrite barrierson all platforms.

15
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Protecting A Collection of Objects: Reference
Counts

Locking a collectionof objectsis fairly easy:you geta singlespinlock,andyou make sureyou grabit
beforesearchingaddingor deletinganobject.

The purposeof thislock is notto protecttheindividual objects:you might have a separatéock inside
eachonefor that. |t is to protectthe data structure containing the objects from raceconditions.Oftenthe
samelock is usedto protectthe content=of all the objectsaswell, for simplicity, but they areinherently
orthogonalandmary otherbig wordsdesignedo confuse).

Changingthis to aread-writelock will oftenhelpmarkedlyif readsarefar morecommonthatwrites. If
not, thereis anotherapproachyou canuseto reducethetime thelock is held: referencecounts.

In this approachanobjecthasanowner, who setsthereferencecountto one.Wheneeryou geta
pointerto theobject,you incrementhereferencecount(a‘get’ operation) Wheneaeryou relinquisha
pointer, you decrementhereferencecount(a ‘put’ operation) Whenthe ownerwantsto destry it, they
markit dead,anddo a put.

Whoever dropsthereferencecountto zero(usuallyimplementedwith at omi c_dec_and_t est () )
actuallycleansup andfreesthe object.

This meanghatyou areguaranteethatthe objectwon’t vanishunderneatlyou, eventhoughyou no
longerhave alock for thecollection.

Here's someskeletoncode:

voi d create_foo(struct foo *x)

{
atom c_set (&- >use, 1);
spi n_l ock_bh(& ist_lock);
insert in list
spi n_unl ock_bh(& ist_Iock);
}
struct foo *get_foo(int desc)
{
struct foo *ret;
spi n_l ock_bh(& ist_lock);
find in list
if (ret) atom c_inc(&r et->use);
spi n_unl ock_bh( & ist_I ock);
return ret;
}

16
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voi d put_foo(struct foo *x)

{
if (atom c_dec_and_t est (&x- >use))
kfree(foo);
}
voi d destroy_foo(struct foo *x)
{
spi n_l ock_bh(& ist_lock);
remove fromlist
spi n_unl ock_bh(& ist_Iock);
put _foo(x);
}

Macros To Help You

Therearea setof dehuggingmacrosuckedinsidei ncl ude/ | i nux/ netfilter_i pv4/ | ockhel p. h
andl i st hel p. h: thesearevery usefulfor ensuringhatlocksareheldin theright placesto protect
infrastructure.

Things Which Sleep

You cannever call the following routineswhile holdinga spinlock,asthey maysleep:

« Accesse$o userspace:
copy_fromuser ()
copy_to_user()
get _user ()

put _user ()

« kmal | oc( GFP_KERNEL)

- printk(),whichcanbecalledfrom usercontet, interestinglyenough.

17
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The Fucked Up Sparc

Alan Cox says‘the irq disable/enablés in theregisterwindow on a sparc”.Andi Kleensays‘whenyou
dorestore_flagé adifferentfunctionyou messup all theregisterwindows”.

Soneverpasgheflagsword setby spi n_I| ock_i r gsave() andbrethrerto anotherfunction(unless
it's declarednline. Usuallyno-onedoesthis, but now you've beenwarned .Dave Miller canneverdo
arythingin astraightforvardmanner(l cansaythat,becausé have picturesof him anda certain
PaverPCmaintainelin acompromisingposition).

Racing Timers: A Kernel Pastime

Timerscanproducetheir own specialproblemswith races.Considera collectionof objects(list, hash,
etc)whereeachobjecthasatimerwhichis dueto destrgy it.

If youwantto destrg theentirecollection(sayon moduleremoval), you might do thefollowing:

/* TH' S CODE BAD BAD BAD BAD: IF IT WAS ANY WORSE | T WOULD USE
HUNGARI AN NOTATI ON */
spin_l ock_bh( & ist_Iock);

while (list) {

struct foo *next = list->next;
del tiner(&ist->timer);
kfree(list);

list = next;

}

spi n_unl ock_bh(& i st_| ock);

Sooneror later, thiswill crashon SMP, because timer canhave just goneoff beforethe
spi n_| ock_bh() , andit will only getthelock afterwe spi n_unl ock_bh() , andthentry to freethe
elementwhich hasalreadybeenfreed!).

This canbeavoidedby checkingtheresultof del _ti mer () : if it returnsl, thetimer hasbeendeleted f
0, it meang(in this case)hatit is currentlyrunning,sowe cando:

retry:
spi n_l ock_bh(& ist_lock);

while (list) {

struct foo *next = |ist->next;
if ('del _timer(&ist->tiner)) {

18
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/* Gve tiner a chance to delete this */
spi n_unl ock_bh(& ist_| ock);

goto retry;
}
kfree(list);
list = next;

}

spi n_unl ock_bh( & ist_I ock);

Anothercommonproblemis deletingtimerswhich restartthemseles(by callingadd_t i ner () atthe
endof theirtimer function).Becausehis is afairly commoncasewhich is proneto racesthefunction
del _timer_sync() (i ncl ude/ | i nux/timer. h)is providedto handlethis caselt returnsthe
numberof timesthetimer hadto be deletedbeforewe finally stoppedt from addingitself backin.

19



Chapter 5. Further reading

Document at i on/ spi nl ocks. t xt : Linus Torvalds’ spinlockingtutorial in the kernelsources.
Unix Systemdor ModernArchitecturesSymmetricMultiprocessingandCachingfor Kernel

Programmers:
Curt Schimmels very goodintroductionto kernellevel locking (not written for Linux, but nearly

everythingapplies).Thebookis expensve, but really worth every penry to understandsMP locking.

[ISBN: 0201633388]
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Glossary

bh

BottomHalf: for historicalreasonsfunctionswith *_bh’ in themoftennow referto arny software
interrupt,e.g.spi n_| ock_bh() blocksany softwareinterrupton the currentCPU.Bottomhalves
aredeprecatedandwill eventuallybereplacedyy tasklets Only onebottomhalf will berunningat
ary time.

Hardware Interrupt / Hardware IRQ

Hardwareinterruptrequesti n_i r q() returnstruein ahardwareinterrupthandler(it alsoreturns
truewheninterruptsareblocked).

Interrupt Context

Not usercontext: processing hardwareirq or softwareirq. Indicatedby thei n_i nt er r upt ()
macroreturningtrue (althoughit alsoreturnstruewheninterruptsor BHs areblocked).

SMP
SymmetricMulti-Processorkernelscompiledfor multiple-CPUmachines(CONFIG_SMP=y).

softirq

Strictly speakingpneof up to 32 enumeratedoftwareinterruptswhich canrun on multiple CPUs
atonce.Sometimesisedto referto taskletsandbottomhalvesaswell (ie. all softwareinterrupts).

Software Interrupt / Software IRQ

Softwareinterrupthandleri n_i r q() returnsfalse;i n_softirq() returnstrue.Taskletssoftirqs
andbottomhalvesall fall into the categgory of ‘softwareinterrupts’.

tasklet

A dynamically-rgistrablesoftwareinterrupt,whichis guaranteedo only runononeCPUatatime.

upP

Uni-ProcessomNon-SMR (CONFIG_SMP=n).
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Glossary

User Context

Thekernelexecutingon behalfof a particularprocessor kernelthread(givenby thecur r ent ()
macro.)Not to be confusedwith userspaceCanbeinterruptedby softwareor hardwareinterrupts.

Userspace

A processxecutingits own codeoutsidethekernel.
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