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Chapter 1. Introduction
Welcome,to Rusty’sRemarkablyUnreliableGuideto KernelLocking issues.This documentdescribes
thelocking systemsin theLinux Kernelaswe approach2.4.

It lookslike SMP is hereto stay;soeveryonehackingon thekernelthesedaysneedsto know the
fundamentalsof concurrency andlocking for SMP.

The Problem With Concurrency
(Skip this if youknow whataRaceConditionis).

In a normalprogram,youcanincrementacounterlikeso:

very_important_count++;

This is whatthey would expectto happen:

Table 1-1. Expected Results

Instance 1 Instance 2

readvery_important_count(5)

add1 (6)

write very_important_count (6)

readvery_important_count (6)

add1 (7)

write very_important_count (7)

This is whatmighthappen:

Table 1-2. Possible Results

Instance 1 Instance 2

readvery_important_count(5)

readvery_important_count (5)

add1 (6)

add1 (5)
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Chapter 1. Introduction

Instance 1 Instance 2

write very_important_count (6)

write very_important_count (6)

This overlap,wherewhatactuallyhappensdependson therelative timing of multiple tasks,is calleda
racecondition.Thepieceof codecontainingtheconcurrency issueis calledacritical region.And
especiallysinceLinux startingrunningon SMPmachines,they becameoneof themajorissuesin kernel
designandimplementation.

Thesolutionis to recognizewhenthesesimultaneousaccessesoccur, anduselocksto makesurethat
only oneinstancecanenterthecritical regionat any time.Therearemany friendly primitivesin the
Linux kernelto helpyoudo this.And thentherearetheunfriendlyprimitives,but I’ ll pretendthey don’t
exist.
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Chapter 2. Two Main Types of Kernel
Locks: Spinlocks and Semaphores
Therearetwo maintypesof kernellocks.Thefundamentaltypeis thespinlock
(include/asm/spinlock.h), which is a verysimplesingle-holderlock: if youcan’t getthespinlock,
you keeptrying (spinning)until you can.Spinlocksareverysmallandfast,andcanbeusedanywhere.

Thesecondtypeis a semaphore(include/asm/semaphore.h): it canhavemorethanoneholderat
any time(thenumberdecidedat initialization time),althoughit is mostcommonlyusedasa
single-holderlock (amutex). If youcan’t geta semaphore,your taskwill put itself on thequeue,andbe
wokenupwhenthesemaphoreis released.This meanstheCPUwill do somethingelsewhile you are
waiting,but therearemany caseswhenyousimply can’t sleep,andsohave to useaspinlockinstead.

Locks and Uniprocessor Kernels
For kernelscompiledwithoutCONFIG_SMP,spinlocksdonot exist atall. This is anexcellentdesign
decision:whenno-oneelsecanrunat thesametime, thereis no reasonto havea lock atall.

You shouldalwaystestyour lockingcodewith CONFIG_SMPenabled,evenif youdon’t haveanSMP
testbox,becauseit will still catchsome(simple)kindsof deadlock.

Semaphoresstill exist, becausethey arerequiredfor synchronizationbetweenuser contexts, aswe will
seebelow.

Read/Write Lock Variants
Bothspinlocksandsemaphoreshaveread/writevariants:rwlock_tandstructrw_semaphore.These
divideusersinto two classes:thereadersandthewriters.If you areonly readingthedata,youcangeta
readlock, but to write to thedatayouneedthewrite lock. Many peoplecanholda readlock, but a writer
mustbesoleholder.

This meansmuchsmootherlocking if yourcodedividesup neatlyalongreader/writerlines.All the
discussionsbelow alsoapplyto read/writevariants.

Locking Only In User Context
If you havea datastructurewhich is only everaccessedfrom usercontext, thenyou canusea simple
semaphore(linux/asm/semaphore.h) to protectit. This is themosttrivial case:you initialize the
semaphoreto thenumberof resourcesavailable(usually1), andcall down_interruptible() to grab
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Chapter 2. Two Main Types of Kernel Locks: Spinlocks and Semaphores

thesemaphore,andup() to releaseit. Thereis alsoadown(), whichshouldbeavoided,becauseit will
not returnif asignalis received.

Example:linux/net/core/netfilter.c allowsregistrationof new setsockopt() and
getsockopt() calls,with nf_register_sockopt(). Registrationandde-registrationareonly done
on moduleloadandunload(andboottime,wherethereis no concurrency), andthelist of registrationsis
only consultedfor anunknown setsockopt() or getsockopt() systemcall. The
nf_sockopt_mutex is perfectto protectthis,especiallysincethesetsockopt andgetsockoptcallsmay
well sleep.

Locking Between User Context and BHs
If a bottom half sharesdatawith usercontext, youhave two problems.Firstly, thecurrentusercontext
canbeinterruptedby abottomhalf, andsecondly, thecritical regioncouldbeenteredfrom anotherCPU.
This is wherespin_lock_bh() (include/linux/spinlock.h) is used.It disablesbottomhalveson
thatCPU,thengrabsthelock. spin_unlock_bh() doesthereverse.

This worksperfectlyfor UP aswell: thespinlock vanishes,andthis macrosimply becomes
local_bh_disable() (include/asm/softirq.h), which protectsyou from thebottomhalf being
run.

Locking Between User Context and Tasklets/Soft
IRQs
This is exactly thesameasabove,becauselocal_bh_disable() actuallydisablesall softirqsand
tasklets on thatCPUaswell. It shouldreally becalled‘local_softirq_disable()’,but thenamehasbeen
preservedfor historicalreasons.Similarly, spin_lock_bh() wouldnow becalledspin_lock_softirq()
in aperfectworld.

Locking Between Bottom Halves
Sometimesa bottomhalf mightwantto sharedatawith anotherbottomhalf (especiallyrememberthat
timersarerunoff abottomhalf).

The Same BH
Sincea bottomhalf is never runon two CPUsat once,youdon’t needto worry aboutyourbottomhalf
beingrun twiceat once,evenonSMP.

8



Chapter 2. Two Main Types of Kernel Locks: Spinlocks and Semaphores

Different BHs
Sinceonly onebottomhalf ever runsat a timeonce,you don’t needto worry aboutraceconditionswith
otherbottomhalves.Bewarethatthingsmight changeunderyou,however, if someonechangesyour
bottomhalf to a tasklet.If youwantto makeyourcodefuture-proof,pretendyou’realreadyrunningfrom
a tasklet(seebelow), anddoingtheextra locking.Of course,if it’s fiveyearsbeforethathappens,you’re
gonnalook like adamnfool.

Locking Between Tasklets
Sometimesa taskletmight wantto sharedatawith anothertasklet,or abottomhalf.

The Same Tasklet
Sincea taskletis never runon two CPUsatonce,youdon’t needto worry aboutyour taskletbeing
reentrant(runningtwiceat once),evenon SMP.

Different Tasklets
If anothertasklet(or bottomhalf, suchasa timer) wantsto sharedatawith your tasklet,you will both
needto usespin_lock() andspin_unlock() calls.spin_lock_bh() is unnecessaryhere,asyou
arealreadyin aa tasklet,andnonewill berun on thesameCPU.

Locking Between Softirqs
Oftena softirq might wantto sharedatawith itself, a tasklet,or a bottomhalf.

The Same Softirq
Thesamesoftirq canrunon theotherCPUs:you canusea per-CPUarray(seethesectioncalled
Per-CPU Data in Chapter4) for betterperformance.If you’regoingsofarasto useasoftirq,you
probablycareaboutscalableperformanceenoughto justify theextra complexity.

You’ll needto usespin_lock() andspin_unlock() for shareddata.
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Different Softirqs
You’ll needto usespin_lock() andspin_unlock() for shareddata,whetherit bea timer (whichcan
berunningon a differentCPU),bottomhalf, taskletor thesameor anothersoftirq.
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Chapter 3. Hard IRQ Context
Hardwareinterruptsusuallycommunicatewith a bottomhalf, taskletor softirq.Frequentlythis involved
puttingwork in a queue,which theBH/softirqwill take out.

Locking Between Hard IRQ and
Softirqs/Tasklets/BHs
If a hardwareirq handlersharesdatawith a softirq,youhave two concerns.Firstly, thesoftirq processing
canbeinterruptedby a hardwareinterrupt,andsecondly, thecritical regioncouldbeenteredby a
hardwareinterruptonanotherCPU.This is wherespin_lock_irq() is used.It is definedto disable
interruptson thatcpu,thengrabthelock.spin_unlock_irq() doesthereverse.

This worksperfectlyfor UP aswell: thespinlock vanishes,andthis macrosimply becomes
local_irq_disable() (include/asm/smp.h), which protectsyou from thesoftirq/tasklet/BHbeing
run.

spin_lock_irqsave() (include/linux/spinlock.h) is a variantwhichsaveswhetherinterrupts
wereon or off in aflagsword,which is passedto spin_lock_irqrestore(). This meansthatthe
samecodecanbeusedinsideanhardirq handler(whereinterruptsarealreadyoff) andin softirqs(where
theirq disablingis required).
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Chapter 4. Common Techniques
This sectionlistssomecommondilemmasandthestandardsolutionsusedin theLinux kernelcode.If
you usethese,peoplewill find yourcodesimplerto understand.

If I couldgiveyouonepieceof advice:neversleepwith anyonecrazierthanyourself.But if I hadto give
you adviceon locking: keep it simple.

Lock data,not code.

Be reluctantto introducenew locks.

Strangelyenough,this is theexactreverseof my advicewhenyou have sleptwith someonecrazierthan
yourself.

No Writers in Interrupt Context
Thereis a fairly commoncasewhereaninterrupthandlerneedsaccessto a critical region,but doesnot
needwrite access.In thiscase,youdo not needto useread_lock_irq(), but only read_lock()
everywhere(sinceif aninterruptoccurs,theirq handlerwill only try to graba readlock, which won’t
deadlock).You will still needto usewrite_lock_irq().

Similar logic appliesto lockingbetweensoftirqs/tasklets/BHswhich neverneeda write lock, anduser
context: read_lock() andwrite_lock_bh().

Deadlock: Simple and Advanced
Thereis acodingbugwhereapieceof codetriesto grabaspinlocktwice: it will spinforever, waiting for
thelock to bereleased(spinlocksandwritelocksarenot re-entrantin Linux). This is trivial to diagnose:
not a stay-up-five-nights-talk-to-fluffy-code-bunnieskind of problem.

For a slightly morecomplex case,imagineyouhavea regionsharedby a bottomhalf andusercontext. If
you useaspin_lock() call to protectit, it is possiblethattheusercontext will beinterruptedby the
bottomhalf while it holdsthelock, andthebottomhalf will thenspinforever trying to getthesamelock.

Bothof thesearecalleddeadlock,andasshown above,it canoccurevenwith a singleCPU(although
not on UP compiles,sincespinlocksvanishon kernelcompileswith CONFIG_SMP=n.You’ll still get
datacorruptionin thesecondexample).

This completelockupis easyto diagnose:on SMPboxesthewatchdogtimeror compilingwith
DEBUG_SPINLOCKSset(include/linux/spinlock.h) will show thisup immediatelywhenit
happens.
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A morecomplex problemis theso-called‘deadlyembrace’,involving two or morelocks.Sayyouhavea
hashtable:eachentryin thetableis a spinlock,andachainof hashedobjects.Insidea softirq handler,
you sometimeswantto alteranobjectfrom oneplacein thehashto another:yougrabthespinlockof the
old hashchainandthespinlockof thenew hashchain,anddeletetheobjectfrom theold one,andinsert
it in thenew one.

Therearetwo problemshere.First, if yourcodeever triesto movetheobjectto thesamechain,it will
deadlockwith itself asit triesto lock it twice.Secondly, if thesamesoftirqon anotherCPUis trying to
moveanotherobjectin thereversedirection,thefollowing couldhappen:

Table 4-1. Consequences

CPU 1 CPU 2

Grablock A - � OK Grablock B - � OK

Grablock B - � spin Grablock A - � spin

Thetwo CPUswill spinforever, waiting for theotherto giveup their lock. It will look, smell,andfeel
like acrash.

Preventing Deadlock
Textbookswill tell you thatif you alwayslock in thesameorder, you will nevergetthiskind of
deadlock.Practicewill tell you thatthis approachdoesn’t scale:whenI createa new lock, I don’t
understandenoughof thekernelto figureout wherein the5000lock hierarchyit will fit.

Thebestlocksareencapsulated:they nevergetexposedin headers,andareneverheldaroundcallsto
non-trivial functionsoutsidethesamefile. You canreadthroughthis codeandseethatit will never
deadlock,becauseit never triesto grabanotherlock while it hasthatone.Peopleusingyourcodedon’t
evenneedto know you areusinga lock.

A classicproblemhereis whenyouprovidecallbacksor hooks:if youcall thesewith thelock held,you
risk simpledeadlock,or adeadlyembrace(whoknowswhatthecallbackwill do?).Remember, theother
programmersareout to getyou,sodon’t do this.

Overzealous Prevention Of Deadlocks
Deadlocksareproblematic,but not asbadasdatacorruption.Codewhichgrabsa readlock, searchesa
list, fails to find whatit wants,dropsthereadlock, grabsa write lock andinsertstheobjecthasa race
condition.

If you don’t seewhy, pleasestaythefuck away from my code.
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Per-CPU Data
A greattechniquefor avoiding locking which is usedfairly widely is to duplicateinformationfor each
CPU.For example,if youwantedto keepa countof acommoncondition,youcouldusea spinlock and
a singlecounter. Niceandsimple.

If thatwastooslow [it’ sprobablynot], youcouldinsteadusea counterfor eachCPU[don’t], thennone
of themneedanexclusivelock [you’rewastingyour time here].To makesuretheCPUsdon’t have to
synchronizecachesall thetime,align thecountersto cacheboundariesby appending
‘__cacheline_aligned’to thedeclaration(include/linux/cache.h). [Can’t you think of anything
betterto do?]

They will needareadlock to accesstheir own counters,however. Thatwayyoucanuseawrite lock to
grantexclusiveaccessto all of themat once,to tally themup.

Big Reader Locks
A classicexampleof per-CPUinformationis Ingo’s ‘big reader’locks(linux/include/brlock.h).
TheseusethePer-CPUDatatechniquesdescribedaboveto createa lock which is very fastto geta read
lock, but agonizinglyslow for awrite lock.

Fortunately, therearea limited numberof theselocksavailable:youhave to go througha strict interview
processto getone.

Avoiding Locks: Read And Write Ordering
Sometimesit is possibleto avoid locking.Considerthefollowing casefrom the2.2firewall code,which
insertedanelementinto asinglelinkedlist in usercontext:

new- � next = i- � next;
i- � next = new;

Heretheauthor(Alan Cox,who knowswhathe’sdoing)assumesthatthepointerassignmentsare
atomic.This is important,becausenetworkingpacketswould traversethis list on bottomhalveswithout
a lock. Dependingon their exacttiming, they wouldeitherseethenew elementin thelist with avalid
next pointer, or it would not bein thelist yet.

Of course,thewritesmust bein this order, otherwisethenew elementappearsin thelist with aninvalid
next pointer, andany otherCPUiteratingat thewrongtimewill jump throughit into garbage.Because
modernCPUsreorder, Alan’scodeactuallyreadasfollows:
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new- � next = i- � next;
wmb();
i- � next = new;

Thewmb() is a write memorybarrier(include/asm/system.h): neitherthecompilernor theCPU
will allow any writesto memoryafterthewmb() to bevisible to otherhardwarebeforeany of thewrites
beforethewmb().

As i386 doesnotdo write reordering,this bugwould nevershow up on thatplatform.OnotherSMP
platforms,however, it will.

Thereis alsormb() for readordering:to ensureany previousvariablereadsoccurbeforefollowing
reads.Thesimplemb() macrocombinesbothrmb() andwmb().

Droppingor gaininga spinlock,andany atomicoperationareall definedto actasmemorybarriers(ie. as
perthemb() macro).

Thereis asimilar, but unrelated,problemwith codelike thefollowing:

if (!(ctrack- � status & IPS_CONFIRMED)) {
spin_lock_bh(&ip_conntrack_lock);
if (!(ctrack- � status & IPS_CONFIRMED)) {

clean_from_lists(h- � ctrack);
h- � ctrack- � status |= IPS_CONFIRMED;

}
spin_unlock_bh(&ip_conntrack_lock);

}

In this case,theauthorhastried to betricky: knowing thattheCONFIRMEDbit is setandnever resetin
thestatusword,youcantestit outsidethelock, andfrequentlyavoid grabbingthelock atall. However,
thecompilercouldcachethevaluein a register, ratherthanrereadingit oncethelock is obtained,
creatinga subtlerace.Theway to getaroundthis is to declarethestatusfield ‘volatile’, or usea
temporaryvolatilepointerto achievethesameeffect in this oneplace.

Avoiding Locks: Atomic Operations
Thereareanumberof atomicoperationsdefinedin include/asm/atomic.h: theseareguaranteedto
beseenatomicallyfrom all CPUsin thesystem,thusavoiding races.If yourshareddataconsistsof a
singlecounter, say, theseoperationsmight besimplerthanusingspinlocks(althoughfor anything
non-trivial usingspinlocksis clearer).

Notethattheatomicoperationsaredefinedto actasbothreadandwrite barriersonall platforms.
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Protecting A Collection of Objects: Reference
Counts
Locking acollectionof objectsis fairly easy:yougeta singlespinlock,andyou makesureyou grabit
beforesearching,addingor deletinganobject.

Thepurposeof this lock is not to protecttheindividualobjects:you mighthaveaseparatelock inside
eachonefor that.It is to protectthedata structure containing the objects from raceconditions.Oftenthe
samelock is usedto protectthecontentsof all theobjectsaswell, for simplicity, but they areinherently
orthogonal(andmany otherbig wordsdesignedto confuse).

Changingthis to a read-writelock will oftenhelpmarkedly if readsarefarmorecommonthatwrites.If
not, thereis anotherapproachyou canuseto reducethetime thelock is held:referencecounts.

In this approach,anobjecthasanowner, whosetsthereferencecountto one.Wheneveryougeta
pointerto theobject,you incrementthereferencecount(a ‘get’ operation).Wheneveryou relinquisha
pointer, youdecrementthereferencecount(a ‘put’ operation).Whentheownerwantsto destroy it, they
markit dead,anddo a put.

Whoeverdropsthereferencecountto zero(usuallyimplementedwith atomic_dec_and_test())
actuallycleansup andfreestheobject.

This meansthatyouareguaranteedthattheobjectwon’t vanishunderneathyou,eventhoughyouno
longerhavea lock for thecollection.

Here’ssomeskeletoncode:

void create_foo(struct foo *x)
{

atomic_set(&x- � use, 1);
spin_lock_bh(&list_lock);
... insert in list ...
spin_unlock_bh(&list_lock);

}

struct foo *get_foo(int desc)
{

struct foo *ret;

spin_lock_bh(&list_lock);
... find in list ...
if (ret) atomic_inc(&ret- � use);
spin_unlock_bh(&list_lock);

return ret;
}
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void put_foo(struct foo *x)
{

if (atomic_dec_and_test(&x- � use))
kfree(foo);

}

void destroy_foo(struct foo *x)
{

spin_lock_bh(&list_lock);
... remove from list ...
spin_unlock_bh(&list_lock);

put_foo(x);
}

Macros To Help You
Thereareasetof debuggingmacrostuckedinsideinclude/linux/netfilter_ipv4/lockhelp.h
andlisthelp.h: theseareveryusefulfor ensuringthatlocksareheldin theright placesto protect
infrastructure.

Things Which Sleep
You cannevercall thefollowing routineswhile holdinga spinlock,asthey maysleep:

• Accessesto userspace:

• copy_from_user()

• copy_to_user()

• get_user()

• put_user()

• kmalloc(GFP_KERNEL)

• printk(), which canbecalledfrom usercontext, interestinglyenough.
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The Fucked Up Sparc
Alan Cox says“the irq disable/enableis in theregisterwindow on a sparc”.Andi Kleensays“whenyou
do restore_flagsin a differentfunctionyoumessup all theregisterwindows”.

Soneverpasstheflagsword setby spin_lock_irqsave() andbrethrento anotherfunction(unless
it’s declaredinline. Usuallyno-onedoesthis,but now you’vebeenwarned.DaveMiller canneverdo
anything in astraightforwardmanner(I cansaythat,becauseI havepicturesof him anda certain
PowerPCmaintainerin acompromisingposition).

Racing Timers: A Kernel Pastime
Timerscanproducetheir own specialproblemswith races.Considera collectionof objects(list, hash,
etc)whereeachobjecthasa timerwhich is dueto destroy it.

If you wantto destroy theentirecollection(sayon moduleremoval), you mightdo thefollowing:

/* THIS CODE BAD BAD BAD BAD: IF IT WAS ANY WORSE IT WOULD USE
HUNGARIAN NOTATION */

spin_lock_bh(&list_lock);

while (list) {
struct foo *next = list- � next;
del_timer(&list- � timer);
kfree(list);
list = next;

}

spin_unlock_bh(&list_lock);

Sooneror later, this will crashon SMP, becausea timercanhave just goneoff beforethe
spin_lock_bh(), andit will only getthelock afterwespin_unlock_bh(), andthentry to freethe
element(whichhasalreadybeenfreed!).

Thiscanbeavoidedby checkingtheresultof del_timer(): if it returns1, thetimerhasbeendeleted.If
0, it means(in this case)thatit is currentlyrunning,sowe cando:

retry:
spin_lock_bh(&list_lock);

while (list) {
struct foo *next = list- � next;
if (!del_timer(&list- � timer)) {
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/* Give timer a chance to delete this */
spin_unlock_bh(&list_lock);
goto retry;

}
kfree(list);
list = next;

}

spin_unlock_bh(&list_lock);

Anothercommonproblemis deletingtimerswhich restartthemselves(by callingadd_timer() at the
endof their timer function).Becausethis is a fairly commoncasewhich is proneto races,thefunction
del_timer_sync() (include/linux/timer.h) is providedto handlethis case.It returnsthe
numberof timesthetimerhadto bedeletedbeforewefinally stoppedit from addingitself backin.
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Chapter 5. Further reading

• Documentation/spinlocks.txt: LinusTorvalds’spinlockingtutorial in thekernelsources.

• Unix Systemsfor ModernArchitectures:SymmetricMultiprocessingandCachingfor Kernel
Programmers:

Curt Schimmel’sverygoodintroductionto kernellevel locking (not written for Linux, but nearly
everythingapplies).Thebookis expensive,but really wortheverypenny to understandSMPlocking.
[ISBN: 0201633388]
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Glossary
bh

BottomHalf: for historicalreasons,functionswith ‘_bh’ in themoftennow referto any software
interrupt,e.g.spin_lock_bh() blocksany softwareinterrupton thecurrentCPU.Bottomhalves
aredeprecated,andwill eventuallybereplacedby tasklets.Only onebottomhalf will berunningat
any time.

Hardware Interrupt / Hardware IRQ

Hardwareinterruptrequest.in_irq() returnstruein a hardwareinterrupthandler(it alsoreturns
truewheninterruptsareblocked).

Interrupt Context

Not usercontext: processingahardwareirq or softwareirq. Indicatedby thein_interrupt()
macroreturningtrue(althoughit alsoreturnstruewheninterruptsor BHsareblocked).

SMP

SymmetricMulti-Processor:kernelscompiledfor multiple-CPUmachines.(CONFIG_SMP=y).

softirq

Strictly speaking,oneof up to 32 enumeratedsoftwareinterruptswhich canrun onmultiple CPUs
at once.Sometimesusedto referto taskletsandbottomhalvesaswell (ie. all softwareinterrupts).

Software Interrupt / Software IRQ

Softwareinterrupthandler. in_irq() returnsfalse;in_softirq() returnstrue.Tasklets,softirqs
andbottomhalvesall fall into thecategoryof ‘softwareinterrupts’.

tasklet

A dynamically-registrablesoftwareinterrupt,which is guaranteedto only runon oneCPUata time.

UP

Uni-Processor:Non-SMP. (CONFIG_SMP=n).
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User Context

Thekernelexecutingonbehalfof aparticularprocessor kernelthread(givenby thecurrent()
macro.)Not to beconfusedwith userspace.Canbeinterruptedby softwareor hardwareinterrupts.

Userspace

A processexecutingits own codeoutsidethekernel.
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